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1- Network Centric Warfare/Operation
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4- DEMATEL (Decision Making Trial and Evaluation
Laboratory)
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1- Network Centric Warfare/Operation
2- Shared Situational Awareness
3- Course Of Action (COA)
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7- Electronic Support (ES)
8- Electronic Attack(EA)

9- Electronic Protection(EP)
10- Direct Energy Weapons (DEW)
11- Antiradiation Missiles(ARM)

12- Electromagnetic Pulse
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1- Collaboration

2- Information Sharing

3- Information Superiority

4- Self-Synchronization

5- Cyber Electromagnetic Activities (CEMA)
6- Cyberspace
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6- DEMATEL=(Decision Making Trial and Evaluation
Laboratory)
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1- Action

2- Electromagnetic Emissions Control
3- Communications Security

4- Planning

5- Time-Constrained Environment
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9- Causal Analysis Tool(CAT)
10- Bayesian Networks

11- SHAKEN

12- Agent Based System
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1- Knowledge Based

2- CYPRESS

3- HICAP

4- Noncombatant Evacuation Operations(NEO)
5- Air Force Research Laboratory(AFRL)

6- Effects Based Targeting

7- Strategy Development Tool (SDT)

8- Causal Analysis Tool(CAT)
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3- Decision Making Trial and Evaluation Laboratory
(Dematel)

4- BMI=Battelle Memorial Institute

5- Knowledge

6- Expert

7- Cause - Effect
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1- Unconventional Conflict Analysis and Simulation
2- Course of Action Simulator



\Ya OhSen 5 alxe 5 00l (g ¢ ygmm0 Sl ldos ablin g1y JFldos Hol ) bl 545

bl plod ;o a5 sl 28,8 (laais (uie Jloay) Clg> b
Sz b gy oy degezme g o)l | pasls ol jlade o e
Ban el polis o iy Sl b asls seled jo ate Jlowy
43S Boad Qb an S o alols (9,5 2Slas s, )l
43S b alolh fren (9,5 il g (ite Jlonsh) Jlowsl w2

Sl (Cia Jloasl)

9 o ,95 3L 0925 g alins Ll 4 ax g5 b gy opl 5o
e predSed Sldes Glagasld ( Jlie (S
s Jo g altan (Aly Il 4 b Soop Gl S,
@St Jelod aaalyi-Jrens S5 s, 5l eolial (Saeamy
o030 gl Alias (2 4 4z b rizmen el [Y)]
Slles Bl altw bays aRie S
Lol ooy az8 7 1a5ys S w0 4 Cornd (g 2SIyl
bS5 g, 5l o8 sl (slwosles 5 Sz (RelS sl
Sz 4 a2 b b g,y el 00l ool b
Ol 9 S (oo () e Aeulne 4 0B Sl
A5 o Canlgz g )5 5l e (60955 Djsod | lade
oS5 by by sleden ol o (63959 lade (ol
S9d o0 plnl oSl Jolow ol B - Jress

o (wlb gy —7-Y
Ay o 63,8 g';‘.;l.: drwg (Gubos opl Gua aS Ll )
ablie Cgz HemedSls 90, dizmo ;0 (aile,d (65 preuad
BT £ wadise Calbe (o 35 Ceons 5 Cunl S5
S e 55 o ik Jlis 4 ()] 5o 45 el (g0 )8
5 Loobl Glie 5 jpmedSd 0p8 odizmn Ao O
S @l nlply sl Sy pstlule slasaailys
e (Slsitdy Jlpl G ploedr g Sl [Sereal 9 5308
5 bl gy 5l gty cnl S sysleer By, e
5 llenes 5 Kol (ol slagtales, & bgaye S lae
ol a8 3 S Slawe Olo o g paasd g ede Glabulis

o5 bl g ley V-F-Y

Slles slagasls tmdgh Gpmiie 2bLL 9 29,
Gl Gighy dly slojeiie Glyiea 1 50] jgmmedsid
boasls b gl pabse ool 5 glaliolss Sl
sobie 5 Lasal, sl ol 5l am ol (slag el 5 lajas s
Sgysbay Cwl adF E o OB 2> byl 059
i3l 0 ol GlaShy 5 Bl gy 2L Glagasly
S lles glogasls UL gly cadd ot plol gy
O b dsliiny ©)90 4 laaslh Sosal Gl e

L bans ) lesS b boasls deanss Ly, s,
Sl 5 Ly, Giales sl 99 52 5 298 e gy S
Ay 4 axgi Ll pllg deasls b a8 o Jlate
wged ool ()1 5l oS 5 o 1 i oo S5 g0 ST,
s Jross U, e by 5,500 58 blii L 1, ol
Ole | lean 5L lapasl Sl als (4852 095 Lally) Wiy o
Blie o ol 1y basls b boas ;5 sonas, oUlss Lol s
@ bades b laan S obj)l oUls slases auls Jlos
i)l sl el gy Ll )l 1) (o 9 (IS )90
OB S peiins Sl 4 o g 0,05 3929 laadgs G Lally)
Iyvl ass o Lizs)
S YN Y f ) eadam,, dlie YEF
CSaMS Jasd i gakdiws 05,5 i o gl da b )s3
N CONRRIPA U S W U [ APPSCIN 1 KSR CONRIMPS I O
NAVIARIARYA RGN FIS I K SIS U S PO TR RN
STV N SRV | N ICHI EPVIYA JT\SPVA & JTNIVA T
Siboe S1aSd Jlod il Frens (oS 5 9,509, b ool
P Lbasly o Loyl s g dliis g3l Jow glp a5
Syge el G bl (Siwls 9 Loyl (8,5 ks
LB 5 oz slagiagly wile (o) p 235 )13 eslitul
sballs jo oKea 5 oo YAl SLIL slas al) o
(s bsbs el Blaw 0 555 ol 5 [Ye] g
Sl pezen 5 (M Gl copse coodlo 258
Olyier olpe 1y VY] 5 GlaoanVy coslie (slacjs

2p el gy ol il e ) ladises

o U gy —F-0-Y
G oarg bl oad ) Cog s T Silgn g s, o
O 5l ool Gl Jole g psgie (Sole
IYV] el oais) ples o aaslinis slapmeas slocSass
M Jols cwiin ailobs 4 &ygo 4 alies o B9, ol o
ol p by ! s 28 Gam N lad K o akaks

vo. . [

LQU))*G&J AL gomo el ‘50.»./.1 Jlod.:‘ ‘—"5} )l u.»);)jo 9 Sl

1- Gray DEMATEL

2- Analytical Network Process (ANP)
3- DANP

4- C.L.Hwang

5- K.Yoon

6- Positive ldeal Solution

7- Negative ldeal Solution
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ABSTRACT

The potential battle scene against the Islamic Republic of Iran (I.R.I) is network-centric operation with
Effect Based approach. One of the L.R.I capabilities in this complex battle scene is the capabilities of the
cyber-electronics. One of the major challenges of planning cyber-electronic operations for confrontation in
such a battle scene in the military decision-making process, is comparing and selecting courses of actions
(COAs). The multiplicity, interdependencies, direct and indirect effects of the network centric operation
criteria have made comparison and selection of COAs, a complex problem. In this paper, the decision model
for choosing an operational solution with consideration of the complexity of the problem is presented based
on hybrid methods DANP and TOPSIS. The proposed model consists of three steps. In the first step, valid
data produced by selected experts is used as data input. In the second step, data processing involves
calculating an influential criteria network (which models the influence of criteria) and finding the influential
weights of DANP (DEMATEL-based ANP) considering the relationships between them. The third stage of
evaluation and selection is based on the level of similarity to the ideal solution (TOPSIS). In order to
evaluate the proposed model, the real scenario of network centric operation of the US Operation Iraqi
Freedom (OIF) from March 21 to 22, 2003 was evaluated. In this operation, the interactions between the 5th
Corps command posts (180 posts) were identified as the most important criteria. The quality of force
networking based on FBCB2 / BFT systems, and mission effectiveness were determined respectively as the
most effective and the most influenced criteria on the battlefield. In the second step, the relative weights of
the criteria were determined assigning the highest weights to agility and effectiveness and the lowest weight
to the quality of information. Among the cyber-electronics solutions offered by the experts, the L-satellite
Jamming and the injection of electronic malicious code, were the effective ways to confront the 5th US
Army Corps mission to capture Talil air base. The selected expert commanders declared the results of this
case study as valid and satisfactory.

Keywords: Network Centric Operation, Multiple-Criteria/Attribute Decision-making, DEMATEL-Based
Analytic Network Process (DANP), TOPSIS Method, Cyber-Electronic Capabilities
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