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1- Epidemic
2- Large-Scale
3- agents
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1- Susceptible-Infectious

2- Susceptible-Infectious-Susceptible
3- Susceptible-Infectious-Recovered
4- Agent-Based

5- Platform
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8- Scale-Free Networks
9- Software Diversity
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1- Power-Law Degree

2- DCAS: Distributed Cyber Attack Simulation
3- Global Epidemic Mobility Model

4- Proxy

5- Epidemic Model

6- Mobility Layer

7- Population Data
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3- Scalablity
4- Reusabilty
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1- Susceptible-Exposed-Infected-Recovered-Susceptible
2- Large Scale
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1- Master Node
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2- Decentralized
3- Distributed

4- Producer
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6- Queue
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8- Message Broker
9- Bind
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void GetMessage(string message){
int vulnerability =message.GetVulnerability();
1f (state == State.Suspicious){
i1f (agent.Is_This_Harmfull_ForMe(vulnerability)){
bool getInfected =
CheckInfectionProbability(getInfectedProablity);
if (getInfected){
state = State.Infected;
vulnerabilityId = vulnerability;}}}
else{
// Already Infected or Recovered}
}

void TryToRecoverFunction(){
if (state == State.Infected){
1f (CheckRecoverProbability(getRecoverProablity)){
state = State.Recovered;}}

void TryToMakeConnectionFunction(){
i1f (state == State.Infected){
int victimId = agent.GetAVictimAgentID();
agent.SendToOtherNode (vulnerabilityld,
victimId,agentld);
}

int GetAVictimAgentID(){
int aa = GetARandomConnectedAgent()
return aa;

}
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ABSTRACT

Today, the presence of methods and tools for large-scale modeling of different types of epidemic
phenomena is a serious and critical requirement. Understanding these phenomena and discovering
strategic solutions in various situations is also very important. Regarding the large number of agents and
their complicated behaviors and lack of theoretical and analytical solutions, the need for simulation systems
is so clear. In this paper, we introduce a software system for simulation of epidemic phenomena, especially
malware propagation in computer networks. This software system is able to simulate a large number of
agents with different propagation models and parameters and show the graphical and statistical results
dynamically. Distributed architecture, using real-world data, ability to use different kinds of epidemic
models and dynamic visualization of simulation results, are some of the innovations of the proposed
method. By performing different simulations, the relationships between infection density and simulation
parameters such as the propagation model, the infection probability and the probability of vulnerability,
were investigated over time. Additionally, the correctness of the simulation results is confirmed by
comparing them to the results obtained from analytical methods.

Keywords: Epidemic Phenomena Modeling, Malware Propagation, Simulation Environment,
Distributed Simulation
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