“‘5).34“Lw 9 65‘05)&‘ u\.&‘u\; soke 4yl
YY-YR o IYAA Lol ¥ o)l (o L

Bws ol g bl 51 ool b »5bad (6, siko 30 Coglio g & 35 Cud B Lisl331
T3 el dasma Mo gllin o Sl 5 Cgia
c(_g‘)L"..A.,\.:@..::L;‘}A Qjﬂﬁ)rjl& eK.:lb c‘)L:.\i.;‘:—V tQ\fLm L;w.,l.,.@o v\»\:ﬂ)\ UALMZ)S—\

Ol pl as mls ol sl3T ol&isls col plses wikige A1 bl )5 -

VIVITY < by AV Y- 22l o)
oS>

395 ol 5 adlios a2 990 SOl Slahs) pln )0 (Sl npal Sueglie 5 DMLl 750 Cod b (Sl slapk )Xl ples 5
ol 953 5l 6l SSles slahy, Jnlie)s (@Yl Cuaglite oSl w00 750 sl (YL <)l Lo 45 a5 0l walss il (b, allie ()l
el ke JUB o ledbl 51 oolyj pone JUil 5k pU ay (g 5le b ailoyzme ply Gea ISl 5l ooliinl b () cnl )0 a0 00
5 69O 5 s JLE sl 5 850 Sl e sl 58 13l bl 5 anglin o Casdy s ol 10 Eadgo l 45
aldigy poal ;5 Slpedd (Lol sl 5k 090 ailo e Slacn a5 b o ol 4 gdi oo s =V JIY o oolael 4 oSS
2355 o Ll Swl s g glzinl 9 250 U>lie 50 gew 42 Gl o0 oy Gl Sblie oo 500 S (o0 dinte @l 5 b 20U 35
wis> ol )0 zydae g 4l gLalbe, o0 b Lbs, ol SSIM) Cnlis s 3 PSNR) g &y JUiaes Corms sl ol s dunglio L
59 99,2 a8 Cewl +/AY g FEYE 5 54, SSIM § PSNR (slo il )by (s00e 1:5keo 0,5 oanlins gdg 4 1) o ol )by ol S5t e o0
Ly @Y Jls byl a8 ol Sy 5 o 0183 o) (ol 0 JuaSy 58 50 250 Sl (00 oo aijls 1,8 (J5d Bl odgume

D9l 0 p2l 8z 50 slp

ol S s SIS cleay a5 wi ke [#] Eason B doddio —)
@dasie slaghy) Sl pandas BB (Sole 4 ol nsa
oad o aiul @il L3 (s, S9er sl boad jo 0 ol 2
Ol (6T ol Ol psd 4 il pie a5 cde cpl @
&S cwl Jjo ul oS gilels 1) g i oledlsl g o
Sl S cely coleSy 5 Blo 2l o Sail ol ynss

s aley jo aleyse Oledbl 05 oo o 4
9 oS m Bl d92s ()5, p0 S 0 SIS
(e jo a5 Jb o [N el IS LB 8 s b
Salys aFe oxpS g o m LU S92y adpes
Coral Wilgice LI 53 e, ohen 4 Joe ploile
ol 3l g s 5l g ame il gol a B 1) aile yore el

Iv-¥] w8 caslos ils yone Sledlbol 4y jlone pué

Dy S5 398 Olosg a4 azg b V-Al 08 o Sl
2 50 eabgiluly Sledbl e kST a5 sgd e ke
ils Lansess B oad 7o ledlL) slaJUls,o Ml 51 5ol ) pax> 0jg el S cnle 4zl

ol e aile Sl el bhas wgdh o als el e
. - e Satd = b >ale olee
S i bl | K lade [4] Tsai 5 Who (b ’ <

5 Chang .wis) (pess aildg peal jo jolxe lo sy
Slp ol jo as wols slerin 1) polie by, [V-] Tseng
s VU gla Sy OGS 5l gy sl slass (j3,5 Lasein
Ol yo a8 ol sleria 1) o, [V ] WU as solasl -
o b il o sl o iy 5 oSy ey S5
93 S| oulats b ol es o [VY] Park was oS5
ol Weng g Yang BT .sso S aseina |y a5 8,90 K o Sy
S Sl S sla Sy S i Lulil 1, S

ng)L{:QLQ,J Conm ‘5)&))‘ )‘ o 0992 4}9.1 O)WLQJLJU
3 005 o zohe Cledbl conl 4 anisy S lp
o9 paseis JByg g ond ot Sledlbl e oo )50 les
agyonl 5 LED cdl oYU caenl Gl ls bl STyl awgs o]
Shailond zilae el g ol S sl soanie slag,
P SR @ Gl ee bihsy cnl 5 Sgrme 5 2l
by ogy 0] o8 sjlal s 25 6 slacw

jalil.mazloum@ssau.ac.ir : Jgius sosus g 4ol s



WAA Lol ¥ o loud cpid Jluo o (g sl g (oS Sl aiblay " sole &y

Y

el gy -)-Y

Wy gy aldy paal (o ply ASepl 51 LS Sg, ol o
el o o) on) pipesl Bk Al Jkz 0 Slew

match [message . extention
Save | — i o LN table 182 —
TEISARC with K pixel/5| mesage
ver ADD stego
cover B message
oleiig b, )l gld 1 (V) S

L oojlailen uyile SO 0d S g oaiiw s lal - alo o
oS lsieas wiina F U - con golael ] jolie den oS ol
slael) il aile e e 5 Coli Wlgs o oS (oS o 38155
(Al o O o 4y See slrosiladl plos ¥ I -
Yholer 05 oS L gadlalbal>pe cpl 0-Y aloyo
Sglsn et Spob S 2 e Sy po ladie 5l aly
ol 5o ol bl sae Jlade boplp o0 de 4 ol Jeol> a5
© ol sue sl 2 Glowe Je5025) 098 oS

Message (i,j)*1 or2or0(mod 5)=key (i, ]) )

Ty ¥ Al e 5l odslcwoa Jlade ad> e cpl o -Y al> o
pls iy 519, l 51005 o0 0058 (] oo sz g i
shls il o ol 5l ol o ile oy S0 Ll o uint8 |

ailbige ) JI o ologac
M = [message/5] )
M={0,1,2,.....51}

sl ooy @ [] 4l ol 5o
ol G3leiday s,y 0 Al ye (el Fals e -F Al
wlaolym uw il glaalys polae 1 plaS 1o al> o cpl o
PSS olael 4 w9 ol aasin L gl WIS
o o Sal S 4 jeeme Jlie j0 oS 0 CllSS
25 T a Al nl Gy e eels 8 Sl
ol e
BY b+ oy ol a8 M o ile ol alas Tl -l
aarin Sy 6o (OIS 2 aS LIS O 4yl wil e

W PRt

ool sl sl s, of 5l e NVY1E] s Al

OOF 4t ysbited 5 (PVD) Sob Sy slaussy SN
DVAVAL ws @) 568 slo g,

ybgyme 5L PVD LS o Gl 4 (e ol
bug o ol Gladiges e 5 (o oS Cunl 250 sl b,
[yal ws «l | CHENG

GO ) 55 65 slaghs) (358 sy, » odle
STl Jle Glyeds Conl 00l ks e 0592 50 gl
g gl Guyle 5l eolawl L aS s slbas e
aldg ;o bkl gl 4 oS L Bblg glaas
L0308 5 o0

Hlisee sloojom 50 e 09> 10 12 4 (6K oo Jos
Ll LYYl 59 o alowl WAVELET 5 FFT DCT (jgocen

el rg.‘b‘)ﬁ L_S‘)Ayl.v C)é ;AJ)JQ uls_‘, 0)9_:, )é

Fom oy Sldbl a5 09 o0 4] (g, dlie cpl 5o
6L°°3)§%QTJ0L>5¢$)OM@‘¢ASW)3LAQ®UM
ookl p ol 50 g 05 g0 Gan WIS (o> slhaazine b
29,5 o0 gy wlbgy peal SlafuSy o« SIS

m2le> colpiinn by, S 4 ¥ Sy o bl g

sksali.&iLc)"l el Jdos g 4 4 Vo cwnd jo by
P owend o 09d o o)lil gy cpl plSsuss g ROC (y90)
2 9 Osdee dmlie zrhe by, pizr b edlria (b,

2,5 oedler 7 olae |y (6,50 0 Caond jo ol

SOl 9, Y
JL3 50 i, plouiul 5l sl @)l (6 )l jo Cuoglio
Sl slagb,

bl z 50 cod b jglS o sl gilule ledlbl lade 4
20,5 o

dod ;0 Zeaglie LS 0z cudb sl sslil

0 onl abl, aites Caasl @b Kok @lapie!
Cooglite jlade a8yl lade ali8l L oS conl (glassS a2l
Sy |y Saeglie Dlgiion iy Syl SRl L L g gl e oS
29y bl ol ol 95doe e adies a5 g apisy
il G oslae Cwglio YU cod b il b aS 5 )ls a9
b wlSlaz 1, layisll ool 5 plS o sty 45 (g sbots Tl

5,5 aglio line sla o,



Yo OHen 5 Glul,3 gia ¢ ey pdls g ClblSS I ooliiwl b yglai (5,155 cde 10 Cwglie 9 50 Cud b gl

sl Bl b IS 5sS D jse 0 0,8 B wbiogd oo

+7 +6 +6 +7

b M ol il oIS 51 s () S5O
s el slodeSy 5l ol S (88 Jle Ol
A8l 5 7S @ S L Sleens]
oo ¥ YA_YA-YA-TA
;5 olael 4wl g gan S B A e ang Loas
95s0 Jods
D-0-O-F-F-Y_Y-Y_¥
00sS astine ] 00l atiie Az Ojsody 45 Y dae
Sygods g ol &5 F sae g sl 095 5l aw olael LIS
e 0di20 L YU o 631 Guds (sl ool aseice Al
RESHIUR SIS Ul

Sl g0 slp &5 Aldg peas Gla oSty Jlade a5 53
il 25 O )ygods 098 o0

RSN AR AR CARA R SRR EA R A AR i B

Wlig peal b Sy jlade L YL sbojlaie s> L
2l oo Cawdds Stego o yile slo JuSs

IPASIYAS FAS L PAS I TS T E ) PR PR Y

RPN
el W, 5 gz 4 axe bosly gl sl
4 Wb e e pll ol 4 3151 ol he o6 S peea

Ol so g g 3, o ayools plaislslacl s b as o S
S YL 6,0 cusls Ohg0 o 1) ply Col

stego

image
find the class
characteristic

calculation
member of

M

b JoS leed5 1 (V) Jgor

N P> NS oW o o
MJs ™ (Mpg e,k Oy

\ Y. Y. €.
AR A Aal

\ Bl
Yy Yy fy

Y 'Y
Yy Y Y

Y VY
ve ve ¥t

¥ '
Yo Yo A\

o V0
s vs 12

5 Vs
Yv Yy v

A4 VY
YA YA A

A A
v Ya ¥

% 14
o o

Gl al o 0 45 1) (V) oo slael 5 5 b o

Jouz aiiles B U -0 o goloel 4l g8

S Al G e aatie 5 oS e SIS (Y)
o2 0,18 DTV )

b OIS (gLl sl 1(Y) Jguor

VoY ¥ ¥ )
-0 ) -5 N
R £ -¥ £ ¥
v ¥ -y L
-y v -y Yooy
- ) o) -
) - ) a0
Y -y -y Yooy
¥ - ¥ oy

£ R f -¥
68

aligy pgal 3l als gl aloye (5o g S ey a> e
ooy M sasme il wed oo Jlesl yuss ol (g9, oS
FY YO o olael a8 oSy ol Ol s el 055 (gam
s an il o SG5E O 5y ozl el O 5
gox aldgy poas SloduSy b ply sloools (JusSy o)

remove

class
characteris
tic

secret
message

matrix K




WAA Ll ¥ 0 Lo pitids JUo 6 paa L 9 (Saig yiSII wibloy” (sale &y i

2ol s Y

sinlel bl s 4 ol loges 5 b Jgaz &l L aslol jo
RS 3505 3 903l (8yme wiolss Tl )3 aa3lo oo b9, ol

Ol el K5l 0 ol slagysesl 5 SO RS (g0

3 eapen! 3 wgdse pbl bl sladudos elul 903
wgdisa odlitul a3l ol 5 sl e slaghs, Sl sk
Slsme b 6 l05a3 (55, p S 99 D504 RSGgasl @lis
oo Jlaisl (xe 4 TPR el iles L FPR 4 TPR

Lié il mool Jlodsl (oo 4 FPR 5 )y auseis

a8,5 )8 wyp 0y90 alide paal Voo el Gl yo

350 . . . 300 . . . odnlie b 3 50 Wil Jloges izy0 £ 4 a2y L &S
b
dC
300} 5ol
l T T T T T T T T T
z0r 200l- bit rate 75%
0.9r bit rate 50% ]
0.8} i
150}
0.7} f
| or 1 1 0.6 ,
& 05 |
| 501- 1 e
L il |
1/ N i, | ol |
100 0 100 200 300  -100 O 100 200 300 -
0.2} .
250 . . . 250 . . . 0.1} .
0 r r r r r r r r r
0 01 02 03 04 05 06 07 08 09 1
200 TPR
fead JL@.‘Z.'>| (o 4TPR LgLas”:u LROC )byoi (f)J&»ﬁJ
1or * Ll s momol Jlaisl (e 4 FPR 5 ca s cansets
100}- e ’ . . c . .
; 30 S 4S5 b lgice Solway YU jloges 4y azgi b
oL |l | St Jl ool by, SO @0 SV slags
il i S YEX 20,8 b 4 YU o s Sl 1y ol
‘ i ELﬁ Sl So0 5

-EI).OO 0 1 100 200 300
Sl Stego ).19[.@.1 )‘ 449.@4 9o ‘(()) J&u )O o.l.méj‘)‘ )-15L43

©) 5 pglas pl S 1(F) S i - _
e osalie L5 (5) ISt 0 sl olS o ol Sim a5



Yv OHen 5 Glul,3 gia ¢ ey pdls g ClblSS I ooliiwl b yglai (5,155 cde 10 Cwglie 9 50 Cud b gl

V) gialesl o ply ppasi(V) IS

(V) Ginlesl @l:(Y) Jaus

Connd o)'l..\ﬂ
wole | PSNR | ossim | Bt L, s
> el rate 559
95 (]
Lena Y% fY/fF-0 AVAR VIt¥ YAYXYO#
Baboon Y% YN FOY AV ERE) VIT¥ YAYXYOF
Boat Y% AATARSAY < [AAYD YIt¥ YAYXYO#
Pepper Y% YYIAOAY <1204~ YIEE | YAYXYOF

ool pgar SO 8,8 o b () LilesT yo aslel o

O o YYO#YYD ojlasl b salizes slaply «Lena)y 55 lge

y oilesl ol 51 sanl cavsas mlis (F) Jgoz oS o0 750
(w‘ )M )Blf o)l..\.:‘) AR o0 UL“"

(V) Linleyl jo ailig pgasi(A) JSuib

P9y Rl 009 Fae Silo (95 pgal )0 (uilS B s pas

Stego jgai g ailig pgal Lol paal o alid e B
DSl oo o 4 JU g (liee

(MSE=f(x) = =2 31" (1(m, n) — £(m, n))"2

D)
PSNR=10 log;o(m"2)/MSE )
and
14
SSim(x,y) = [1Cx, »)]% [c. Cx, P [s. (x. )] )
2ply + 1
I(x,y) =—5——
AR T
2040y + C;
clx,y) = m
_ Oxy +c3
sy = 0x0y + C3

Wherepy, uy, 0y, 0 ,andoy,arethelocalmeans , standard

deviationandcross — covarianceforimagex,y.ifa
=B =y = 1(thedefault .... Exponents) andcs

[
= 72 (defaultselectionof c3)theindexsimplifiesto

(Zuxuy + cl)(Zny + +C2)

SSIM(x.y) =
x.) (M2 +pi+c)(o2 + 07 +c2)
t rate=(message size)*8/(caver size) *)
Capacity=(caver size)* bit rate )

PSNR 9 SS'M Lng)LM )‘».\.lc 9 oé; C)é ualbbo LgL‘bu“““}’
aloe |y @50 E5 g alisy ngal 4 ply Cod e

oS o0

(V) Linlesl b :(F)Jguz

538 4 ply Cond PSNR SSIM Bitrate | s ojlal PBlas | (Cow) cod b
Paper A% \AAAIN 1AV #IA YEFEYYO YYAYAVA
Baboon VY% FYIYA-A </A%AP O/IAY Y- xYY0 1O AT
Boat AY% FEYOfY -/av-¥ #Ia8 Y2 %YYO VAYFOYY
Man % FONY-0 FAVAW YIoY AAEEARIN YavaYYY
Average A% FEYVYS NAAR #IVA YFAYYO \YYYYYS

el 0y dsloee BVY 5OV Y o5l by (5,58 28,8 i o b oo s



WAA Lol ¥ o loud cpid Jluo o (g sl g (oS Sl aiblay " sole &y

YA

(Sob G o JuSy oz s PVD bl o [Y0] 5 [Val
ol was al) e o ol giluls Uis, L DAL
il oo odmlice LB (B) Joux

Tobo gy i b golesdion (g dm lio -F

&l yo 00l S5 sy ez b oleian (s, (0) Jsoz 5o
DIV s sasily slagiy, ol oo awslia [YO 51V-14]

[vol g [YY-1a] gl o b anglio :(8) Jgao

Sy 5 ot S b Sileo (PSNR) Sl (E’;I\L;)
Xin Liao etall\v] £\ VAYYOVA R S I
Masoumesabokdast[1 Al /-0 \-EYYOY FYIAA
Chen- hsing yangl[1a] feA Vepaf. . 12 704 R [—
Gandhara Swain[vs] YN RB.G ailgo 4 ;o YOAYA0D YVIVY
wolin Uis, 8/294 AYYYYYE FENVY /A

[8] C. K. Chan and L. M. Chen, “Hiding data in images by
simple LSB substitution,” Pattern recognit., 2004.

[9] D. C. Wu and W. H. Tsai, “A steganographic method for
images by pixel-value differencing,” Pattern recognit. Lett.,
2004.

[10] C. C. Chang and H. W. Tseng, “A steganographic method
for digital images using side match,” Pattern recognit. Lett.,
2004.

[11] H. C. Wu, N. I. Wu, C. S. Tsai, and M. S. Hwang, “Image
steganographic scheme based on pixel-value differencing
and LSB replacement methods,” Proc. Inst. Elect. Eng.,
Vis. Images signal process, 2005.

[12] Y. R. Park, H. H. Kang, S. U. Shin, and K. R. Kwon, “A
steganographic scheme in digital images using information
of neighboring pixels,” vol. 3612, Springer-verlag,Berlin,
Germany, 2005.

[13] C.H. Yangand C. Y. Weng, “A steganographic method for
digital images by multi-pixel differencing,” Proceedings of
international computer symposium, Taipei, 2006.

[14] K. H. Jung, K. J. Ha, and K. Y. Yoo, “Image data hiding
method based on multi-pixel differencing and LSB
substitution methods,” International conference on
convergence and hybrid information technology, 2008.

[15] C. M. Wang, N. I. Wu, C. S. Tsai, and M. S. Hwang, “A
high quality steganography method with pixel-value
differencing and modulus function,” J. Syst. Softw., 2008.

[16] C. H. Yang, C. Y. Weng, S. J. Wang, and H. M. Sun,
“Adaptive data hiding in edge areas of images with spatial
LSB domain systems,” IEEE Trans. Inf. Forensics Secur.
2008.

[17] X. Liaoa, Q.-Y. Wen, and J. Zhang, “A steganographic
method for digital images with four-pixel differencing and
modified LSB substitution,” ELSEVIER, 2011.

[18] M. Sabokdast and M. Mohammadi, “A steganographic
method for images with modulus function and modified
LSB replacement based on PVD,” 5th Conference on
information and knowledge technology, IEEE, 2013.

[19] C.-H. Yang, C.-Y. Weng, and S.-J. Wang, “Adaptive
data hiding in edge areas of images with spatial LSB
domain systems,” IEEE Ttransations on information
forensics and security, 2008.

Sy azxis -0

@ Yk Cud b oodle a5 wlk &l b, allie cal o
a0 oty 4 S sldbi>Me LB ol gyl
Cawody ol Jlade lil jo sl 5 70 byl jo Seme
b Uiy ol po ot Jleel ey ;i L Y alopo o a5 ol
aasis (g ey o gl alye ailo e 0S5l oslizul
b eizrer g 4l gt 6,00 5o Sael el da DS
P eVl e o eSy 2 0 e 0A% g (SSke
45 el el sy (6500l slagty, S0 b awlie

5 & Jole bl jo Ssew 9 gy onl 0 S Dlesls
@iy gy Sl g e LIl lad gl s

5 SSIM el )b gl euslowsas @l cposes aibios
bz slogiolosl jo (FFYYy +/AY Lawgte lade L) PSNR

&l —F

[1] H. J. Highland, “Data encryption: A non-mathematical
approach,” Comput. Secur., 1997.

[2] R.J. Anderson and F. A. P. Petitcolas, “On the limits of
steganography,” IEEE J. Sel. Areas Commun., 1998.

[3] F. A P. Petitcolas, R. J. Anderson, and M. G. Kuhn,
“Information hidinga survey,” Issue prot. multimedia
content, 1998.

[4] D. W. Bender, N. M. Gruhl, and A. Lu, “Techniques for
data hiding,” IBM syst. J., 1998.

[5] H. Wang and S. Wang, “Cyber warfare Steganography vs.
Steganalysis,” commun. ACM., 1998.

[6] R.O. Eason and E. Kawaguchi, “Principle and applications
of bpcs,” Steganography In proceedings of SPIE, 1998.

[7] LC.Lin,Y.B. Lin, and C. M. Wang, “Hiding data in spatial
domain images with distortion tolerance,” Comput. Stand.
Inter., 2003.



Y4

OilSen 5 Slul > Caie ¢ Ll el 9 CublS 5l ooliiwl b pglai (6,55 oz 50 Cuoglin 9 750 Cad b gl 33!

[23]

[24]

[25]

A. Goswami and S. Khandelwal, “Coloured and gray scale
image steganography using block level DWT, DCT
transformation,”  International journal of computer
applications, 2016.

A. Nourazar, Z. Noroozi, and M. Mir, “An Optimal Method
for Images Steganography Based on Linear Codes
Features,” Journal of Electronical& Cyber Defence, 2017.
(in Persian)

G. Swain, “Very high capacity image steganography
technique using quotient value differencing and LSB
substitution,” Arabian journal for science and engineering,
2018.

[20]

[21]

[22]

B. Kaur, A. Kaur, and J. Singh, “Steganography approach
for hiding image in DCT domain,” International journal of
Advances in engineering & technology, 2011.

X. Song, S. Wang, and X. Niu, “An integer DCT and affine
transformation based image steganography method,” Eighth
international conference on intelligent information hiding
and multimedia signal processing, 2012.

Tamanna and A. Sethi, “Steganography a juxtaposition
between LSB DCT, DWT,” International journal of
computer applications, 2015.



Journal of Electronical & Cyber Defence
4 Vol. 7, No. 2, 2019, Serial No. 26

Increasing Insertion Capacity and Resistance in Image Steganography Based
on Mapping and Bits Reduction

Y. Khorasani, J. Mazloum*, M. Shayesteh far
*Shahid Sattari Aeronautical University of Science and Technology
(Received: 22/04/2018, Accepted: 13/10/2018)

ABSTRACT

Abstract: In all of the image steganography algorithms, the embed capacity and resistance are
considered. Hence, in this paper a new method is proposed that not only has high capacity for embed, but
also has high resistance against steg analysis methods. This method presents an initiative to collate the
confidential secret message with a matrix called K, thus large amount of information does not need to be
transferred across the channel which effects security, resistance and embed capacity. After classification and
mapping, the amount of information that is needed to be sent, changes to numbers between -7 and 7. Hence,
by reducing the secret bits needed to send, the changes in the cover are also reduced and the result are
optimized. B y comparing PSNR and SSIM for this method with other methods in this area, we clearly see
improvements in these parameters. The average of PSNR and SSIM is 44.36 and 0.97, respectively both of
which are in the perfect range. The average of numerical value of insertion is 5.99 bits per pixel, which
provides a very high capacity for insertion.
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