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2- Intuitive Appreciation
3- Action-Reaction Cycle

b leamo o9 by g o Jdoa jo0l oS
J)MS 9 GQJALA)B J...A)Lu 9 03 usLaM )Lu“) LS-LD&A}’ >

90 $laiidS o anled (6,8 puenal g o0lo lid uiSTly 0,

1- Sense making
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1- Electronic Warfare

2- Electronic Support

3- Electronic Attack

4- Electronic Protect

5- Information Warfare

6- Information Operation

7- Command and Control Warfare
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4- Evaluation
5- Prediction

1- Electronic Order of Battle (EOB)
2- Passive
3- Active
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1- Signal Intelligence

2- Low Earth Orbit

3- Unmanned aerial vehicle
4- Infrared

5- Synthetic-aperture radar
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6- AWACS (Airborne Warning and Control System)
7- Target Tracking Radar

8- False Target

9- Stand-Off

1- Jammer

2- Satellite Communications
3- Global Positioning System
4- Off-board Jammer

5- Self-Protection
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1- Deception Techniques
2- Chaff

3- Flare

4- Fire Wall
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3- Posterior Estimation

1- Baum-Welch
2- Expectation Maximization (EM)
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1- Non-War Situation

2- Before the Battle

3- Limited Attack

4- Extensive Attack

5- Extremely Extensive Attack
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Observat.ion M | | S A
sequence:
Probability of the whole observation sequence: 0.899025
Trellis diagram, Forward algorithm (Alpha):
Probabilities:
Non-war +0.0375000000 +0.0225531250 +0.0173396661 0 0
situation:
E;I:’Ig‘? the +0.0200000000 +0.0184690000 +0.0127832744 0 0
Limited attack: +0.0160000000 +0.0101562500 +0.0075828625 +0.0046404410 0
Et’gecrifj“’e +0.0075000000 +0.0065093000 +0.0047077078 +0.0017221420 +0.3900000000
Extremely

. . +0.0040000000 +0.0041470000 +0.0030696257 +0.0003450641 +0.3100000000
extensive attack:
Column Sums of Probabilities:
Probability: | +0.0850000000 | +0.0618346750 | +0.0454831366 | +0.0067076471 | +0.7000000000
Trellis diagram, Viterbi algorithm (Gamma):
Probabilities:
Non-war +0.0375000000* +0.0108281250* +0.0064722000 0 0
situation:
E;Iflg‘? the +0.0200000000 +0.0231150000 +0.0066744562* 0 0
Limited attack: +0.0160000000 +0.0017000000 +0.0019647750 +0.0004765562* 0
Et)girlflve +0.0075000000 +0.0011560000 +0.0013360470 +0.0001928918 +0.0000232321*
Extremely

. . +0.0040000000 +0.0008840000 +0.0010216830 +0.0000453863 +0.0000184666
extensive attack:
Prediction:
State transition: | Non-war situation | Non-war situation | Beforethe battle |  Limited attack |  Extensive attack

1- Alpha Matrix
2- Beta Matrix
3- Gamma Matrix
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ABSTRACT

Modeling is one of the basic tools for planning complex wars. Today’s wars are very different due to the
complexity and dynamism of the scenes compared with traditional wars and require the rapid and dynamic
command and control so that they can react quickly against the changes in the battle scene and make
decisions. In the information age, with the complexity of the battle scenes and the digitization of the
battlefield, the observations of commanders are made using electronic warfare systems. In this paper, the
sensemaking process of the stimuli and physical actions of the enemy in the war scene, which expresses our
intuitive appreciation of the situation, has been modeled using hidden Markov models (HMM) based on the
electronic warfare observations. This model has been used to analyze the behavior of the enemy and
determine his operational objectives for the military decision-making process in order to adopt an
appropriate response to the enemy. For this purpose, a possible United States’ war scenario against the
Islamic Republic of Iran has been studied from an electronic warfare perspective and used as the base of
modeling. The time-invariant hidden Markov model of the first-order type has been considered, implying
that all probabilities that describe the model do not change with time. The results of simulations show that
this model is a good way to determine the enemy’s operational objectives and the decision-making process
based on the electronic warfare observations of physical actions in complex war scenes.

Keywords: Electronic Warfare, Complex War Scenes, Decision-making Process, Enemy’s Behavior
Analysis Model, Hidden Markov Models
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