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Introduction

The increasing integration of distributed energy resources, power electronic converters, and advanced communication
infrastructures has significantly contributed to the development of DC microgrids. These systems offer promising
advantages for integrating renewable energy sources, energy storage units, and DC loads while facilitating efficient
power management and voltage regulation. However, the extensive dependence of distributed control architectures
on communication networks introduces critical cybersecurity vulnerabilities. In particular, false data injection attacks
(FDIAs) can compromise sensor measurements and communication links, thereby disrupting the coordinated
operation and dynamic performance of DC microgrids.

Cyberattacks with cyber-physical power systems can affect both the cyber and physical layers of the system,
potentially resulting in inaccurate state estimation, voltage deviations, and compromised control performance.
Consequently, the development of reliable and robust attack detection, identification, and mitigation strategies is
essential for maintaining the operational security and resilience of DC microgrids. Conventional residual-based
detection approaches generally rely on the measured system outputs with model-based estimates. Nevertheless,
system disturbances, measurement noise, and model uncertainties can adversely affect residual generation and
increase the likelihood of false alarms or missed detections.

State observers and model-based estimation techniques have been extensively investigated for the detection of
cyberattacks in power systems. Among these approaches, unknown input observers (UIOs) provide an effective
framework for removing unknown disturbances from state estimation errors, provided that the required observability
and rank conditions are satisfied. However, the design of disturbance-decoupled observers may involve a trade-off
between robustness against unknown inputs and sensitivity to defective attacks. In parallel, Kalman filter-based
estimation methods have demonstrated considerable potential for state estimation and attack detection in the presence
of stochastic disturbances and measurement noise. Combining the disturbance rejection capabilities of UIOs with the
statistical estimation properties of Kalman filters therefore provides a promising approach for enhancing the
robustness of cyberattack detection in DC microgrids.

In this study, a robust cyberattack detection and reconstruction algorithm is developed by integrating a linear
unknown input observer with a Kalman filter. The proposed approach is designing based on a state-space model of a
distributed DC microgrid and is designed to estimate system states while reducing the influence of unknown
disturbances on the generated residuals. The reconstructed attack signal is subsequently used to identify compromised
measurements and mitigate the impact of false data injection attacks on the system.

The performance of the proposed UIO-KF approach is evaluated through numerical simulations of a distributed DC
microgrid comprising four distributed generation units (DGUs). The effectiveness of the proposed method is further
assessed under measurement noise and unknown disturbances, and it is compared with a nonlinear sliding-mode
observer (SMO)-based approach. The main contributions of this study include the development of a distributed state-
space representation, robust reconstruction of false data injection signals, disturbance-resilient state estimation, and
evaluation of the proposed method against a sliding-mode observer-based detection strategy.

2. Results and Discussion
2.1. DC Microgrid Modeling and Simulation Configuration

The proposed cyberattack detection and reconstruction algorithm is evaluated using a DC microgrid consisting of
four distributed generation units (DGUs) interconnected with electrical loads, as it shown in Figure 1. The microgrid
operates under a distributed control architecture incorporating dynamic average consensus for voltage coordination
and current sharing. A secondary voltage controller is designed to regulate the average DC bus voltage toward its
reference value of 200 V.
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Figure 1. Topology of the four-DGU DC microgrid, illustrating the cyber layer (blue arrows) and physical power flow (black
arrows).
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The dynamic model of the microgrid is formulated in state-space form based on the averaged model of the boost
converters. The continuous-time model is discretized using the fourth-order Runge—Kutta method to facilitate the
implementation of the estimation algorithm. The Kalman filter parameters are selected to represent the statistical
characteristics of the process and measurement uncertainties. The simulation framework is designed to investigate
the capability of the proposed observer to distinguish cyberattack signals from unknown disturbances and
measurement noise.

2.2. Robust Residual Generation in the Presence of Unknown Disturbances

The first stage of the simulation study investigates the effect of unknown disturbances on residual generation. When
disturbance decoupling is not incorporated into the observer structure, the generated residual can deviate from zero
even in the absence of a cyberattack. This behavior may lead to incorrect attack declarations and reduce the reliability
of residual-based detection mechanisms.

To address this limitation, the proposed unknown input observer-based Kalman filter is employed to separate the
influence of unknown disturbances from the state estimation process. The simulation results demonstrate that the
residual generated by the proposed method converges toward zero under attack-free operating conditions.
Accordingly, the observer provides a more reliable residual signal for distinguishing malicious data alterations from
normal disturbances and measurement noise.

These results highlight the importance of incorporating disturbance decoupling into the state estimation framework.
By reducing the effect of unknown inputs on the residual, the proposed approach improves the reliability of the
decision mechanism used for cyberattack detection.

2.3. Detection and Reconstruction of False Data Injection Attacks

The proposed detection strategy is examined under two false data injection attack scenarios. In the first scenario, a
sudden attack with a magnitude corresponding to a 10% deviation from the nominal measurement is introduced into
the first output. The attack is applied after 50 sampling steps, corresponding to 5 s, when the microgrid has reached
its steady-state operating condition. In the second scenario, a cyberattack is introduced into the sensor measurements
to evaluate the observer's ability to reconstruct compromised signals.

The simulation results indicate that the proposed UIO-KF method successfully detects the injected attacks through
the generated residual signals. Despite the presence of measurement noise and unknown disturbances, the observer
estimates the system output and the attacked variable with satisfactory accuracy. The residual signals exhibit a
detectable deviation following the occurrence of the attack, thereby enabling the identification of compromised
measurements.

Furthermore, the reconstructed attack signal can be employed to compensate for corrupted measurements and reduce
the adverse impact of the attack on the closed-loop system. The simulation results show that the DC microgrid remains
stable during the investigated attack scenarios, and the average voltage converges toward its reference value of 200
V. These observations demonstrate the potential of the proposed method to support attack mitigation through local
reconstruction of compromised signals.

The simulation results also indicate that the proposed reconstruction framework can be implemented at individual
DGUs. Its distributed structure facilitates scalability, as the estimation accuracy is reported to remain independent of
the DC microgrid topology and the presence of cyberattacks in other DGUs under the investigated conditions.
Consequently, additional generation units can be integrated into the microgrid with limited modifications to the
proposed reconstruction strategy.

2.4. Comparative Evaluation of the UIO-KF and SMO Approaches

The performance of the proposed unknown input observer-based Kalman filter is compared with a nonlinear sliding-
mode observer-based method. The comparison is performed using the same DC microgrid topology and attack
scenario to provide a consistent evaluation of the two estimation approaches.

Both methods successfully reconstruct the injected cyberattack signal in the presence of measurement noise.
However, the simulation results reveal differences in their estimation characteristics. The sliding-mode observer
requires appropriate tuning of its design parameters to achieve satisfactory attack signal estimation. Its performance
is consequently influenced by the selection of observer gains and filtering parameters. In contrast, the proposed UIO-
KF approach estimates the attack signal without requiring the specific tuning procedure associated with the sliding-
mode observer in the investigated implementation.

The results further indicate that measurement noise affects the transient estimation response of the sliding-mode
observer. A low-pass filter can be employed to reduce the influence of high-frequency noise components; however,
increasing the filter time constant introduces a trade-off between noise attenuation and estimation convergence speed.
The proposed UIO-KF approach provides an alternative estimation framework that exhibits reduced sensitivity to the
investigated measurement noise.
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According to the simulation results presented in Figure 2, the attack estimate obtained using the proposed UIO-KF
approach converges immediately to the actual attack signal, whereas the SMO-based estimate requires approximately
0.2 s to converge. This difference indicates an improved transient estimation response for the proposed method under
the tested operating conditions. Overall, the comparative analysis demonstrates that the UIO-KF approach provides
effective attack reconstruction, disturbance-resilient residual generation, and favorable transient estimation
characteristics in the investigated DC microgrid. Nevertheless, the reported findings are based on numerical
simulations, and further validation under experimental operating conditions and a broader range of attack scenarios
is required to establish the generalizability of the results.
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Figure 2. Cyberattack Detection in the Presence of Unknown Inputs Using the UIO-KF and SMO Approaches.
3. Conclusion

This study presented a robust cyberattack detection and reconstruction strategy for distributed DC microgrids based
on the integration of a linear unknown input observer and a Kalman filter. A state-space model of the DC microgrid
was developed to facilitate state estimation and the generation of disturbance-resilient residual signals. The proposed
methodology was designed to reduce the influence of unknown disturbances and measurement noise on the detection
process while enabling the reconstruction of false data injection attacks.

The simulation results demonstrated that the proposed UIO-KF approach can successfully detect and reconstruct false
data injection attacks under the investigated disturbance and noise conditions. The reconstructed attack signal can be
used to compensate for compromised measurements and mitigate the adverse effects of cyberattacks on microgrid
operation. In the considered four-DGU DC microgrid, the average voltage converged toward the 200 V reference
during the simulated attack scenarios, indicating that the microgrid remained stable under the investigated conditions.

A comparative evaluation with a nonlinear sliding-mode observer-based approach showed that both methods were
capable of reconstructing the attack signal in the presence of measurement noise. However, the proposed UIO-KF
method exhibited a faster transient estimation response in the investigated simulation, with immediate convergence
of the estimated attack signal compared with the approximately 0.2 s convergence time observed for the SMO-based
method. The comparison also highlighted the influence of observer parameter tuning and low-pass filtering on the
transient performance of the sliding-mode observer.

The distributed structure of the proposed detection framework provides a basis for scalable implementation across
multiple distributed generation units. The simulation results suggest that the approach can be adapted to DC
microgrids with additional DGUs and different network configurations. However, further investigations are necessary
to assess its performance under a wider range of operating conditions, including time-varying disturbances,
coordinated cyberattacks, communication delays, and model uncertainties.

Future research may focus on experimental validation using a real-time digital simulation platform or a laboratory-
scale DC microgrid. In addition, the integration of adaptive estimation mechanisms, communication-aware detection
strategies, and coordinated attack mitigation techniques could further improve the applicability of the proposed
framework to complex cyber-physical power systems.
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3 Secondary Control
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