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The Report of Game:

The Expriment was executed in The date: 2024-12-89 86:47:9.764713. It was a 'MITRE' attack. The Attacker is 'The Unite 8200 o
£ Regine' and The Defender is the ‘The Counter Cyber Attack of Iran, Islanic Repoblic of' the targets of attack were:

Targets of Attack = ['Deputy for Legal Affairs of the Parlianent and Provinces’, 'Deputy of Urben Planning and Architacture’,
"Housing Bank’, 'The Supreme Council for Organizing Authorized Entry and Exit Points of the Country’, "Office of performance Ha
nagement and Citizans Rights', 'Suprene Aviatien Council of Iran', ‘Security Center’, 'Deputy “or Management Developmert and Hu
man Resources'] that overal worth uas 2299.

The attack was consist of: level-6 attack with @-nunber components, level-1 attack with 68-nunber conponents and level-2 attac
k with 78-number components such trat respectively, the cost of attacks were 8, 344 and 353. Consequently, it had level-o defen
d with 6-number conponents, level-1 dsfend with 16-numbe~ conponents and level-2 defend with 22-rumber comsorents such that the
cost of defends were @, 569 and 972,
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The Result

As we can sze in the Figure: In 1098 tines executing the exprinent, the Hyper
rate and static level-2 defend 108% success rate. Hy;
1 defend and less than static level-2 defend

fend has 80% success rate, static level-1 defe
systen enengy consuning is nore than static level
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rnission Groups Discovers
ormation’, ‘Persistence: Account Manipulation', ‘Defense Evasion: Deploy Container', ‘Lateral Movement: Taint Shared Content'].

Description:

This Hodel has 3 levels of attacks such that
Level-0 Attack - No-Attack.

Level-1 Attack - [‘Inpact: Data Destruction’, ‘Persistence: Event Triggered Execution’, “Discovery: Permission Groups Discover
“Defense Evasion: Rootkit', ‘Execution: Exploitation for Client Execution’, “Privilege Escalation: Abuse Elevation Control

Mechanisn’, "Defense Evasion: Masa : Account ", “Execution: Shared Hodules', 'Discovery: Syst
en Network Connections Discovery-, -Ingact: Data Encrypted for Inpact, Resource Developaent (Enterprise, IC5): Compromise Acc
ounts’, "Lateral Movement: Remote Service Session Hijacking', "Execution: Inter-process Comnunication’, 'Persistence: Server so
Fovare” Component’, “Resource Development (Enterprise, 165): Ob

ExFiltration’, ‘Persistence: Browser Extentions’, 'Executior

prise, Mobile): Autonated
Inter-Process Communication’, ‘Collection: Email Collection
o, TcSy: Develop Capabilities- Execution: Container Adminisiration Comand- s Execution: Faplott
Scovery: Systen Service Discovery’, "Defense Evasion: Signed Binary Proxy Executior

Evasion: Domain Policy Modification', 'Collection: Data from Local System', 'Execution: Shared Modules', 'Inpact: Fireware Corr
uption’, ‘Inpact: Service Stop’, ‘Defense Evasion: Domain Policy Hodification’, '
e Evasion: Indicator Renoval on Host', ‘Persistence: Modify Authentication Proce:
“Connand and Control: Proxy’, 'Initial Access: Exploit Public-Facing Application’, -Defense Evasion: Traffic Signaling’, ‘Defen
se Euaston: Weaken Encryption', 'Privilege Escalation: Access Token Hanipulation,
anipulat: “Impact: Data Destruction’, ‘Inpact: Fireware Corruption’, ‘Initisl Access: Trusted Relationship’,
MU Lration/Sandbox Eraslon’s Persistence: Brosser Extentions-, Tapact: Systen Shutdomn/Reboot” "Defense. puasion: Unused/n
supported cloud Region', "Command and Control: Non-Standard Port', ‘Defense Evasion: Domain Policy Nodificati

Son: Indirect Comand Execcution’, Discovery: System Location Discovery, 'Exfiltration (Enterprise, hobile
© Other Netuork Hediun’, ‘Defense Evasion: Indicator Removal on Host', “Initial Access: External Renote Serv
Container Aduinistration Comsand", *Execution: Software Deployment Tools', “Defense Evasion: Mesquerainy

Softuare Deploynent Tools', "befens

“Inpact: Data Manipulation’, ‘Inpact: Data M

d a
“otacovery: Network Share Discovery’ . Defense Evaston: Explottation fon Defence Evasion- Defanse &

ralssion Hodification', Credential Access (Enterprise, Mobile): Network Sniffing’, “Discovery: Pe
Lateral Movenent: Softuare Developnent Tools', 'Recomnaissance (Enterprise, ICS): Phishing for Inf
e: Account Manipulation'].

Level-2 Attack - [*Inpact: Data Destruction’, ‘Persistence: Event Triggered Execution’, ‘Discovery: Permission Groups Discover

¥°, “Defense Evasion: Rootkit", ‘Execution: Exploitation for Client Execution’, *Privilege Escalation: Abuse Elevation Control
Mechanisn’, ‘Defense Evasion: Masa : Account Mani -, *Execution: Shared fodules’, ‘Discovery: Syst
en Network Connections Discovery', *Inpact: bata Encrypted for Topact”, -

oS- “Latordl Movenent: Remote. Service Sesslon HLaCking , "Execation: Tnter.process communica
Ftuare Conponent, 'Resource Developrent (enterprise, 16537 Gbtoin Copopilivicn', “eutiliration (Emtery
Cufittration', Persistenca: Bromsen Extentions., -Execution: Inten-process Comnication-, Collection: Emsil Collaction, "Re
source Developnent. (Enterprise, 1C5): Develop Capabilities', "Execution: Container Adninistration Contand’, "Execution: Exploit

e Development: (Enterpeiss, Ic5): Compromise Acc

, Mobile): Automsted

“Discovery: Systen Service Discovery, “Defense Evasion: Signed Binary Proxy Executior
*Collection: Data from Local System’, ‘Execution: Shared Moduls

uption’, 'Inpact: Service Stop’, "Defense Evasfon: Domsin Policy Hodification’, 'Execution: Softuare Deploynent Tools', 'Defens
e Evasion: Indicator Removal on Host', 'Persistence: Modify Authentication Process

“Comand and Control: Proxy’, Initial Access: Exploit Public-Facing Application’
=e Evasion: Wecken Epcryption', “Ariviicge Escalation; fecess Token Warpulstiont,
anipulation’, ‘Inpact: Data Destruction’, ‘Inpact: Fireware Corruption’, 'Initial Access: Trusted Relationshif
rtualization/Sandbox Evasion’, ‘Persistence: Browser Extention

supported cloud Region’, ‘Conand and Control: Non-Standard po
ion: Indirect Command Execcution’, 'Discovery: System Location Di:
Giner Network pedium» Defense Evasion: ndicaton Romoval on Hos

“Discovery: Peripheral Device Discovery’,
efense Evasion: Traffic Signaling’, ‘Defen
act: Data Manipulation’, 'Ipact: Data

nd’, “Execution: Softuare Deployment Tools', ‘Defense Evasion: Masquerading’, ‘Command and Contro
iscovery: Network Share Discovery’, 'Defense Evasion: Exploitation for Defense Evasion’, ‘Defense £
ernission HodiFication’, "Credential Access (Enterprise, Hobile): Netuork Sniffing’,

teral Wovement: Software Development Taols', ‘Reconnaissance (Enterprise, ICS): Phishing for Inf

At the sane tine we have 3 levels of defenses such that
Level -8 Defend = No-Defend.

Level-1 Defend - [ *Monitoring in the Security Operations Center (SOC): Cyber Event Monitoring', ‘Eradication: Maluare Analysis

Operations’, "Cybersecurity and Crisis Managenent Steering Committee: Education of DucunentCybersecurity and Crisis Manegenent
steering Comitee: D> Docutent, Honitoring (Ldentifying mnonsly patterns): Incicen andling, ~Eraicstion: Nalire Aralys
is Operations’, “Nonitoring in the Security Operations Center (SOC): Spber Event toring", "Tdantiication: Level 1 Expem

*Eradication: Review the Intruders Actions’, " Level 2 Exper service Manager

Aevacker Access Cux OFF . Wor Roon Operational rolas-, "Eradicorton: Toentify ALL Conpronised Syetens”, o Roon: Everuatie.

“Mar Room: Operational roles’, ‘War Room: Operational roles’]

Level-2 Defend - [ Monitoring in the Security Operations Center (SOC): Cyber Event Honitoring', ‘Eradication: Maluare Analysis

Operations’, 'Cybersecurity and Crisis Management Steering Commlttee: Education of DucumentCybersecurity and Crisis Management
Steering Comittee: DAP Docunent, ~Vonitoring (1dentifying mnonaly Patterns): Tncident Handling', *Eradication: Maluare Analys
i operations’, “Monitoring in the Security Operations Center (SOC): Cyber Event Honitordng’, ‘Identification: Level 1 Expert’,

“Eradication: Review the Intrudsrs Actions’, 'Identification: Level 2 Expert’, Service Hanager

Attacker Access Cut OFF", 'Mar Roon: Operational roles', "Eradication: dentify ALL Compronised Systens’, “War Room: Evaluatio
Settings’, 'Recovery: Installing Security Patches’, "Activating the CSIRT Tean: Containment’, ‘Monitoring in the Security Opera
tions Center (S0C): Anomaly Detection’, 'War Room: Decision Making'].

“Mar Room: Operational roles’, “War Room: Operational roles’, ‘War Room: Decision Making', ‘Recovery: Change Security Tools
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