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ABSTRACT

Android-based mobile devices are widely used due to their ease of use among users. Individuals perform
various tasks on their mobile phones, such as banking activities, social networking, and diverse business
systems, thereby exposing considerable personal information to risks due to the vulnerabilities of the An-
droid operating system. The rapid development of Android malware has rendered many traditional mal-
ware detection methods less accurate over time. Research indicates that machine learning is an effective
approach for detecting malware. The rapid evolution of malware contributes to the degradation of accuracy
in trained models over time. Moreover, the collection of malware-related data from Android devices jeop-
ardizes users' privacy. To address these issue, this paper employs federated and incremental learning. Re-
cently, federated learning has been introduced for training machine learning models on decentralized de-
vices with the aim of preserving privacy. This study utilizes a Multi-Layer Perceptron (MLP) within the
framework of federated learning. Stacking, a type of ensemble learning, is employed for incremental learn-
ing. The CICMalDroid 2020 dataset is utilized in this research, using static data to develop the final model.
The outcome of this study is a model with an accuracy of 96.49%, demonstrating significant improvement in
computational time complexity along with maintaining the quality of learning and model accuracy com-
pared to existing methods.
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#Initial algorithm configuration

1. Create server and clients
Divide train data among clients and placing validation and test data in server
Preprocessing
Feature selection
. Make random weight and send it to clients
#Federated learning on existing data

1. Repeat

1.1. Train the nodes with the weights received from the server.

1.2. Send trained weight of models to server

Vs W

1.3. Calculate weighted average in server
1.4. Broadcast averaged weight to clients
2. Until number_of_iterations=predefined_number_of_iterations
# Completion of the initial federated learning phase
1. Save final weights of clients on server
2. Make modelin server
#iFederated learning on new data
1. Repeat
1.1. Train with new data on the nodes containing them with the weights received from
the server
1.2. Send trained weight of models to server
1.3. Calculate weighted average in server
1.4. Broadcast averaged weight to clients
2. until number_of_iterations=predefined_number_of_iterations
#Completion of federated learning on new data and start incremental learning
1. Save final weights of clients on server
2. Append calculated weights for the nodes with new data to the final weights of other nodes
#Incremental learning
1. n-wise calcucate average of final weights
Broadcast averaged wights in previous step to clients
Multiply each line of data by received weights to make new data
Send new data to server
Multipy test data by weights calculated in step 2 to make new test data
Train final model in server
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