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ABSTRACT

Influence operations are considered as one of the types of information operations along with cyber network
operations and electronic warfare operations. The spread of online social networks has provided a suitable
platform for influence operations. Therefore, it is essential to be able to evaluate influence operations in
online social networks. The ability to evaluate influence operation requires the existence of a conceptual
model that is connected to a consistent theoretical structure on the one hand, and has the ability to be im-
plemented computationally on the other hand. The aim of this article is to present a conceptual model that
provides a basis for computational modeling to evaluate influence operations in online social networks. In
this article, after an in-depth and exploratory study in the research literature, using the meta-combination
method and interviews with experts, the theoretical framework of cyber cognitive power and the character-
istics, concepts, dimensions and components of the conceptual model are presented. Two-step Delphi meth-
od was used to evaluate the validity of the presented model. The proposed model was confirmed in terms of
validity and reliability and based on the Delphi method, it was agreed by more than eighty percent. In this
research, a new conceptual formulation for influence operations in online social networks based on the
conceptualization of cognitive capital and cyber cognitive power is presented. The proposed conceptual
model, which is presented descriptively, has provided the possibility to evaluate the success indicators of
the influence operation. The advantage of the proposed conceptual model is that it evaluates influence oper-
ation based on the concept of power and provides computational evaluation of influence operation. Also,
this model provides the possibility to identify and detect influence operations in online social networks.

Keywords: Online social network (OSN), information operation, influence operation, information power, communication power,
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* Engage, Explain, Excite, Enhance

5 Dismiss, Distort, Dismay, Distract
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