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4 Redo

® Undo
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8 Proof of Work
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2 Nonce
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Algorithm1: K-Anonymity Method

Input: R ks, R.featurevetor
R Requester which has a message to send
Ka k_Anonymity state
Sm Silence mode state
R.Ks Scaler VValue For K-Anonymity
T, Maximum Time Of Silene Mode
NL neighbor list
Sc silence counter
Set feature vectore = {f;}0<j<m+1
Set Oponlist = {0;}0<i<n+1 Open List of avaleable
vehicles for R
Set Closedlist = {ci}0<i<k+1 Close List of similar vehiles
corespond for anonymizing R
k =R.ks
Ka = false
Fori:=1Ton Do
Begin
If distane(R.featurevetor,o;.featurevetor) is less than
L, and same direction, near location and speed
Then Closedlist = Closedlist+0;
7. End
8.  Create G = (V,E) with Closedlist v = 0; ¢ make
relation with connecting vi.fj to 0;.;
9.  Delete [ viwhere is mutual exclusive
10. Delete [ vi.fjto 0:.f; connection where is sencitive
11. Create NL from [l vi€G
12. IfSc> T, Then
13.  While k > count(NL.v;) do
14.  Add dummy node to NL & G and add Dummy link
tosome viENL & G
15. Set R.Smto false
16. SetR.Kato true

aohwNE

3

17. Sc=0
18. Else
19. Sc=Sc+1

20. Set R.Smto true

21. Set R.Kato false

22.  Create a transaction for the message
23. Broadcast the transaction

Output K Input Value For K-Anonymity Method
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Algorithm2: Mining a Block
Input: Index, Previoushash, Timestamp, Data, Hash, Nonce
If (PreviousBlock.Index + 1 == NextBlock.Index) And
(PreviousBlock.Hash == NextBlock.PreviousHash) And
(NextBlockHash == NextBlock.Hash) And
IsValidHashDifficulty(NextBlockBash)) Then
Begin
Hash(Index, Previoushash, Timestamp, Transactions, Nonce);
GenerateNextBlock(Data);

ADDBIock(Index, Previoushash, Timestamp, Data, Hash,
Nonce);
End
Output ADD a New Block to BlockChain
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ABSTRACT

The network overhead and multiple networks disconnection faults are the main challenges of anonymous
servers  implemented in VANETs. The block chain technology has been entered into the wide range of
preserving privacy. The robust anonymity mechanism existence and the traceability of all transactions are
the main advantages of this technology. The primary model of the block chain was able to complete the
process with the anonymity stored data. In distributed models, the authentication, storage and retrieval of
transactions are applied by all user’s consensus. The asymmetric cryptography, preserves the identity
anonymity and aggregating transactions of different users into a block which is ready to send, preserves the
path anonymity. The proposed method is aimed to ensure anonymity by mounting the block chain on
VANETs. Before delivering any transaction to the block chain, the risk of user’s privacy is high. To achieve
low risk, we combine the graph processing methods with Silent Period, Cloaking-Region and Dummy Node
methods. The block chain simulation on VANET is driven by python and the anonymity risks are simulated
with ARX. The results suggest that the block chain is stabled and the optimal risk reduction is achieved on
the VANET.
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