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V: Procedure reduction (packets)

Y: ArrayList <Packet> TCP_Control_Packets_List ;

Y: For i=1 to size(Packets)

¢ IF Packets(i) has (TCP header) then

°: IF Packets (i) has (TCP. payloadSize==0) then

T pktheader= packet.getHeader(Packets(i));

Vi IF((pktheader.flags.syn=1 OR pktheader.flags.ack=1 OR
pktheader.flags.rest=1 OR pktheader.flags.fin=1)
AND NOT (pktheader.flags.cwr=1 OR
pktheader.flags.ecn=1 OR pktheader.flags.push=1
OR pktheader.flags.urg=1)) then

A TCP_Control_Packets_List.Add(packets(i));
a: ELSE

Yoo Discard the Packet;

AR End IF

'Y: EndIF

'Y EndIF

V¢ End For

Vo: For i=1 to size(TCP_Control_Packets_List)-1

) 7:Timelnterval[i]J=TCP_Control_Packets_List[i+1].Timestamp -
TCP_Control_Packets_List[i]. Timestamp

\Y: End For

\V: Return TCP_Control_Packets_list;

YA: End Procedure
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! Recurrent Neural Networks
2 Gated
% Self-loop
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model = Sequential()

model.add(LSTM(100, input_shape = (1, look_back)))
model.add(Dropout(0.5))

model.add(Dense(100))

model.add(Dense(1))

model.add(Activation (* sigmoid’))
model.compile(loss="binary_crossentropy',optimizer =
‘adam’, metrics=["acc',precision,recall, f1])
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" Model comparison
& Cross-validation

® Regularization

0 Early stopping
 Pruning

2 Drop out

% Keras

fo= 0 (XexUs +Heq x W)
C'y =tanh(X, * U, + Ho_y * W)
l,= 0 (X;*U;+H,_1*W))
0,=0 (XU, +H,_;*W,)

Co=fi*Cq + 1 C'y
H, = 0, = tanh(C,) )

X; = Input Vector

H,_, = Previouse cell output
C,_, = Previouse cell Memory
H, = Current cell output

C, = Current cell Memory

W, U = Weight vectors for forget gate (f), Candidate (c),
i/p gate(i) and o/p gate (0)
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! Batch Size

2 Embedding layer
® Fully Connected
* Sigmoid

% Loss convergence
® Over-fitting



P
IFAQ Ll oY o 5loss oo Jlw r«(_,’/t«;uf;ful)‘/.» sole 4 i
v .

3 0sdse 2l LSS K gl b)) 5 eadpmnds digei K oy
Sl ised V5l g eadioliail (ajsal sl aised K1 IS5 50
K lade byl jo cwl sadeslan] gunaal como b))l
Joe 5 Slas el ool Vo bl b ilesT plosil g
Gy el oad anslie Sos oado,lil i, B L solyrin
slolne (Bros (oras 4S0d (astd wble 3 Sles b))
S N I o O N SN S BPS (SIY
95 oo dnloa A JIF Lulg, 5l oolitl b ' G3LS Cute £53

aS () plozas slo)lis) olows (TP) (o8lg e -
Aloads olulis Ol lgiedy g y0a

Olseds a5 gole sla)lis, olaws (FP) Q35 e -
loads olwlis ol

)5.194.3 aS sole LgLas)t:_é) slasxs (TN) ‘51515 PESTR
iloas pluliss sole slacJlad Hlgica mxo

Olsiedy a5 Ol slo,ld) olawy FN) Q3 a0 -
...\3|e.\.(2:‘51LM:L;.;Z: wole slacJles

Syt a5 Canl gladigel do s caiaslis s e
gl oo (Siainb Culte diged lgicds

TP )

Preczszon(RPC) = W

ULM.; ‘) Laa<\.§9.u' ‘aLo.':' oo L;LALSMJQ...,.: doyd ilowe @
.Méso

TP + TN )

Accuracy(ACC) = TP+ TN + FP + FN

oS el Gl slbdiges awojs cxmslis i glymil e
el el ool Suis Ol dged SO lgreay
. LA e e
09*.4‘50 GMLJI».J RS u‘rﬁ
*

Recall(RCL) = m

o9y 85 5l e Seilal Sy sl ke JLae @
Sy 1y osel €8s 5 Slssib Jlas 99 0 Jlre cnl ool
QS oo (gm0 Ll dslne

* Precision

® Accuracy

® Recall

’ False Positive Rate
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® Wireshark
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% Batch Normalization
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ABSTRACT

A Botnet is a set of infected computers and smart devices on the Internet that are controlled remotely by a
Botmaster to perform various malicious activities like distributed denial of service attacks(DDoS), sending
spam, click-fraud and etc. When a Botmaster communicates with its own Bots, it generates traffic that
analyzing this traffic to detect the traffic of the Botnet can be one of the influential factors for intrusion
detection systems (IDS). In this paper, the long short term memory (LSTM) method is proposed to classify
P2P Botnet activities. The proposed approach is based on the characteristics of the transfer control
protocol (TCP) packets and the performance of the method is evaluated using both ISCX and ISOT
datasets. The experimental results show that our proposed approach has a high capability in identifying
P2P network activities based on evaluation criteria. The proposed method offers a 99.65% precision rate, a
96.32% accuracy rate and a recall rate of 99.63% with a false positive rate (FPR) of 0.67%.

Keywords: Botnet, Botnet Detection, Deep Learning, Recurrent Neural Network (RNN), Long Short Term Memory
(LSTM)
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