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= Rule Header
« alert tcp $External_NET any -> $Home_Net21

= Rule Options

= (msg: “ftp Exploit”; flow_to_server, established;
content: “|31¢031db 41c9b046 cd80 31¢031db|™
reference: bugtraq,1387; classtype:attempted-
admin; sid 344; rev4;)
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5- Action alternation
6- Action insertion
7- Action removal

1- Action-level
2- Packet-level
3- Snort

4- Code-level
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Mechanisms = { Category 1, ... ,Category 9 } D)

6 Category

1 Web Application Security Consortium (WASC)
2 OWASP

3 Common Attack Pattern Enumeration and
Classification(CAPEC)

4 CWE

5 MITRE
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1- Hidden Markov Model( HMM)
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ABSTRACT

With the increasing rate of cyber-attacks, creating security for cyberspace has become more important and
crucial. Therefore computers, computer networks and all current systems connected to the Internet are
always at risk of cyber-attacks. In this paper, a novel technique based on alteration technique of attack is
proposed by providing a new classification in the methods of obfuscation. In this method, by replacing the
attacks that have similar characteristics in the attack strategies the attacker causes an increase in wrong
classification and thus reduces the dependence between attack steps. Therefore, by increasing the length of
the attack, network security managers cannot easily distinguish cyber-attacks. The proposed model was
assessed based on the Bayesian algorithm. The results of the research and implementation of the model
indicate that the accuracy of classification (in terms of log) by intrusion detection systems for the best case
of clean attacks in the sequel of attack, is -0.02 and for obfuscation attacks at the action level is -0.19. For
obfuscate attacks with the alternative technique it becomes -3 and for the insertion technique it decreases to
-6.74. In the proposed model, as in the obfuscation-based insertion technique, the corresponding attack
method has been used. Due to the difference in the type of ambiguity model, different results are obtained,
and the combination of these two obfuscating techniques in cyber-attacks can bring better results to the
attacker in deceiving the intrusion detection systems and creating uncertainties in the sequence of observed
attacks.

Keywords: Modeling of cyber-attacks, Attacks Obfuscation, Alteration attack, Sequel attack
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