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1- Trace Authority
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ABSTRACT

A key component of intelligent transportation systems is the so-called Vehicular Ad-hoc Network
(VANET). These networks refer to a set of smart vehicles which provide communication services on the
road using wireless technologies. In addition to enhancing road safety, VANETSs can contribute to vehicle
and driver’s security. Therefore, the research in this area is heavily centered around important security and
privacy issues, in particular authentication of the messages exchanged while reducing communication
overhead. In order to provide a solution to this problem, Zhong et al. recently proposed an efficient
privacy-preserving authentication scheme for VANETs based on certificateless aggregate signatures.
In their scheme, the length of the aggregated signature is fixed and does not depend on the number of input
signatures. The goal of our paper is to show that the scheme of Zhong et al. fails to provide the required
authentication for VANETs. We prove that it is easily possible to forge the signature of a vehicle on an
arbitrary message after observing only one pair of (message, signature) signed by the target vehicle. We
further propose an improvement over Zhong et al.’s scheme that overcomes the mentioned drawback and
therefore provides the required authenticity in VANETS.
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