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3- Clustering
4- Community Outliers
5- RADAR
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1- Attributed Graphs
2- Curse of Dimensionality
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1- Non-Negative Matrix Tri-Factorization (NMTF)
2- Glance
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1-Laplacian score

Input: Attributed Graph

l

Level 1: Community
Detection

Find communities of elements in
the graph

l

Level 2: Communtiy
Combination

Merge similar Communities
based on density

!

Level 3: Feature Selection

Select appropriate and relevant ‘
Features

l

Level 4: anomaly score
calculation

Output: Anomalous nodes
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Input: G // Attributed Graph
Output: R // Anomaly ranking of the Vertices
1 R0
2: C«— Community Detection(G)
3: ForeachCi & Cj € Cdo

4. if (density(Cij) > density Ci) & (density(Cij)
> density Cj)

S Cij« Ci+Cj

6: end for

7. A «FeatureSelection(C)
8: ForeachCi € Cdo

9: PCi <—mean difference values of attributes
from Ain Ci

10:  ForeachVi € Cido

_ |Deg;- Deg]-<0|

11 SC; =
12: SF,, = |al(vi)—al|(cvlj)>Al(ci)|
e SF; = max(SFiy)

14: S, = @

15:  endfor

16: end for

17: ForeachVi

18:  R; = max(S;)
19: end for

20: Return R
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2-Receiver Operating Characteristic
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ABSTRACT

Anomaly detection is an important issue in a wide range of applications, such as security, health and
intrusion detection in social networks. Most of the developed methods only use graph structural or content
information to detect anomalies. Due to the integrated structure of many networks, such as social networks,
applying these methods faces limitations and this has led to the development of hybrid methods. In this
paper, a proposed hybrid method for anomaly detection is presented based on community detection in
graph and feature selection which exploits anomalies as incompatible members in communities and uses an
algorithm based on the detection and combination of similar communities. The experimental results of the
proposed method on two datasets with real anomalies demonstrate its capability in the detection of
anomalous nodes which is comparable to the latest scientific methods.
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