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Algorithm 1: Calculation of Similarity Hosts

n:number of hosts
{: pattern length

1. begin

2. fori1ton—1

3. root <« treep,g: i

4, forall p, € P;

5. Insert p, into treep, ;
6. end for

7. forj—i+1ton

8. forall p, € P;

9. temp < root

10. fork < 1to?f

11. if temp. child[p%| <> null then
12. Mi,k (_Mi,k+1
13. Mj_k<—M]-_k+1
14. temp — temp.child[p}]
15. else

16. break

17. end if

18. end for

19. end for

20. end for

21. End
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ABSTRACT

Nowadays, botnets have become an inconsistency in the process of exchanging information and
tampering network resources. Botnet detection methods have always faced challenges and have been
investigated and promoted as subjects of research. The main characteristics of botnets is the command and
control (C&C) channel through which a botmaster sends malicious commands to the victim's system. By
detecting the C&C channel of a botnet, the botnet is not essentially able to communicate with the botmaster
and loses its efficiency. For this reason, botmasters try to evade detection by using a variety of methods.
Covert command and control channel is a concept that the new generation of botnets use to hide their
communications. In this paper, a Botnet is proposed, in which botmaster’s commands are sent by using
Inter Packet Delays (IPDs) and their sequences. The commands are sent via a timing-based covert
command and control channel. In the following, a detection method is proposed by applying the concept of
group activity of bots. A three-layer architecture is proposed which consists of traffic data collection and
processing, pattern processing, and two-step detection methods. Using the two-step detection method
including similarity matrix and entropy, hosts infected with the bot are detected. To evaluate the method,
five covert timing channels are simulated and each of them is used to send botmaster commands. The
results of the experiments showed the effectiveness of the detection method with the minimum number
of two bots in the network.

Keywords: Botnet, Covert channel, Covert timming channel, Similarity matrix, Entropy,
Corrected conditional entropy
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