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2- Initial seeds
3- Software under test
4- Parser
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5- Neural Language Model
6- Generation Based
7- Mutation Based

1- Learn & Fuzz

2- Natural Language Processing
3- Encoder-decoder

4- Sequence-to-Sequence
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1- Mal-Formed

2- Stress Testing

3- Penetration Testing
4- Robustness Testing
5- File Format Fuzzer



P
WAR )l ) osladd cpiiid Jlo b s il ke 4y i
o "

) oadosls Jlg G go8y Jlaml a5 (bojly del) laaslas
oals ools Jlgv cpaia u Gle oo domS e S o (attiee
0,5 Wbl wenl peizme aS 1) o] wles iz Jle sy
Sby Jae x =<x®, x> o0 sols g slp Il

DAL g o iy o5 5 50 @0

p(x) = ﬂp(x(”lx“”) o)
t=1

byt Jesmp(xO0) sjine aler ya (1) alal, 4o

@ a8 el (LB alas t (s jall) g48y bys a4 x® wilis
Jlzol ol dslme Joe 58 an g8 o 4zl b e o
Rals aaeils s el (S Lasis (1) alal; 0
sy ngram o sl Jos eied (Sen sl Jlgs den
) 85 Lo 3 3l ool b o Slobmo slagille 4l
WS o dgazme B il n-l Ly 83 i a4 1) ()
s 5wl (293 4 badoe cnl Blas 51 6l )3 42 51
oy (e 0L F 5l ) GYsb sla s sl oLl
oad oanlive slo gy 4y 15 fauines cenlin onisosnline

DS oo o |y ya0 lade

s Sby Jow N-Y-Y

Sasls el 0o, S lg oo N-gram oS Jo (sl
sl 1, [YP] CRNNY S ae oSt b 4y B3 oae
Jos Iy Jeol> Sbj sla e o5 colainl gl Jow colo
o,Lsl JSiie g0 o RNN 3l oolisl [N Y] 0y g8 o crae S
o Bl pe g aiS e Bbp 1) YL 0 eud
5 ke LI 585 o 5 35500 el S5k sla s
oS aited (orae sbaSd i slos, LRNN LYY o, o
Ol Wgdoo ol g0 bl Jloigzr S5 S g
2 098 sz a¥ b ola (G 5l Supe 63,5 ;500
Sygons S8 Sl o5 5l s0gy9 Jeld oS aY (zs >
I, RNN & slasle 8IS (V) JSS 058 00 55 9,95 50
Ao o lis

iy o9 Sy 3 xO oy ot oy plE e
IYs] 5o le t o oSt gl )38 E¥olas 048 oo

z® = Ux® + WhtD +p ™)
h® = J(Z(t)) )
y® =Vh® +¢ \»)
P® = softmax(y®) )

oy Szl 5 oot slaglsE oLl o (e
Sl wiesls (g9 Lbg,y Lol el ails o Jlgs1 8 cpl (gl
oo Shee [YY] x5 (o, wconl SUT (5349 Lo
Sonte sl Bolas 318 Sy a5 1) VY] FileFuzz sloals
W g Cul plals e Ll golpiinn by, waslesls

WS cad OS idigy ldl sl yo

oS by Y-1-Y

T . o . . M T
Ol s Jy wes plas | a3 a5y ol 0B 158l 5 5e
b ol olod 8l dlins (g g0 Hlods WS sod Cpendd |
ot 5 ogesl Sl sl o)l Jlisa ssd s
Oidey sshaie ol ln lre o el O 05 93 Ol
dcgazme awgl daliy oS 5l e d S aS ey el OS
Tob ;0 055 Jlae Cpl .l oas ools g yae;l slaosls

LY E-¥0] artis o bt plans dus jaune

Al Hgws a0y Blas glzl jgiws by o
2 dgbee SRSl e g By saels lye @
Olye & sl Sltil 2 a5 e Sy PBlax (sl 2l a2l g
ol sl e Gudgy 50 03k 5 Sl gyl suteils
gy 85 el oy Cel IS5 e oy s y2 45 08y
ol 1) s Aligy @Sl fdgy g aSLE (b e
Sl g iy S| e TS5l gy [VF] 505 e
s g Jolds a5 el slaygims 5l Sl SO o] jo &5
as)S Hhai jo aoly jeies SO diend 093 Gm 0 hy
b Sob (de g jeied mhw )3 05 de Cuje Ned o
Consl asliyy gt 05 3925 4 5l pas g o] (g pSejluil (Sole
aaz g ok amz ogail 0 olgie O 5l YO
solaiwl (s )foycﬂ LS o e o5 &S 5 S
G g el 1) AbSsl ide 5 dlie Gl o oS
S 0

S5 Joa Y-
i Ol a5 Cl NLP s aly psgie Sy by Jow

e 5380 lot S e pal B 1) g S5 50 (sam ailss
Py Sy el miy S ) el ole S

5- Recurrent Neural Network

1- Fault

2- Undecidable

3- Basic-Block

4- Language Model
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1- Softmax
2- Back-Propagation
3- Perplexity
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Algorithm NeuralFuzz
Input: LearnedModel M, SequencePrefix P, FuzzingRate F R,
EndToken ET, BinaryToken BT

Output: TestData T D

1 TD« P

2 MazLen « RandInt (a, b)

3 while not EndsWith (TD, ET) do

4 predicts + Predict (M(P))

5 ¢, ple) + Sample (predicts) /* Sample ¢ from
the learned model */

6 p_fuzz « Random (0,1) /¥ Decide whether to
fuzz */

7 ifp fuzz < FRAp(c) > 3 then

¢ « argmin. {p(c”) € predicts} /* Replace ¢

by ¢ (lowest likelihood) */

9 end

w | TD«TD+(

11 P« P[1:]+¢ /* Do not propagate fuzzing
to the next prefix */

12 if Len(TD)> MaxLen then

13 TD+ TD+ET
14 Break

15 end

16 end

17 if BT € TD then

/* fuzz binary data (mutation based) */
1% TD + AddBinaryPart (TD)

19 TD + MutateBinaryPart (T'D)

20 end
21 Return TD
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ABSTRACT

Fuzzing is a dynamic software testing technique. In this technique with repeated generation and injection of
malformed test data to the software under test (SUT), we are looking for the possible errors and
vulnerabilities. Files are significant inputs to most real-world applications. Many of test data which are
generated for fuzzing such programs are rejected by the parser because they are not in the acceptable
format and this results in a low code coverage in the process of fuzz testing. Using the grammatical
structure of input files to generate test data leads to increase code coverage. However, often, the grammar
extraction is performed manually, which is a time consuming, costly and error-prone task. In this paper, a
new  method, based on deep neural language models (NLMs), is proposed for automatically learning the
file structure and then generating and fuzzing test data. Our experiments demonstrate that the data
produced by this method leads to an increase in the code coverage compared to previous test data
generation methods. For MuPDF software, which accepts the PDF complex file format as an input, we
have more than 1.30 to 12 improvement in percent code coverage than both the intelligence and random
methods.

Keywords: Fuzz testing, Test Data, Code Coverage, Recurrent Neural Network, Language Model, Deep
Learning.
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