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8- lds: Intrusion Detection System

- Field

- Firewall

- Gateway

- Demilitarized Zone

- Anomaly

- Intrusion Detection System
- Intrusion Prevention System
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1- Substation Automation System
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1- Total Budget for attack

2- Total budget for defending
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1- Advanced Metering Infrastructure
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3- Shielding Effectiveness

1- Hazard
2- Electromagnetic Compatibility
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ABSTRACT

Protection (i.e. defense) of high voltage substation in smart grid depends on electricity utilities'
considerations for threat levels and their asset value. The aim of countermeasures is to decrease threat to
an acceptable level. Such countermeasures depend on protective equipment/methods e.g. software,
hardware, shielding and optimal route selection of data transferring media. These measures as a whole are
function of quantity, type, scheme and location of substations in the network. The focus is to estimate
volume of such countermeasures based on status, investment and criticality of each substation, as proper
protective measures shall cover weaknesses in the system security. This paper presents an analysis of
substations criticality based on the previous experience of experts and their knowledge to provide cyber
security. The substations are classified as geostrategic, strategic industries, SAS and vulnerable by the use
of the data derived from polling and through fuzzy analytic hierarchy process (FAHP) method. The share of

each mentioned defense method in the budget is calculated for typical substations. Validity of the proposed
method is examined by the sensitivity analysis.
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