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10- Fake Content Attack
11- Eavesdropping Attack
12- Relay Attack

13- Smart Phone

14- Application Wallet
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- Wireless (Wifi)

- Near Field Communication

- NFC-Controller

- Host-Controller

- NFC-Antenna

- Secure Element

- Radio Frequency Identification
- Smart Card

- Communication Board
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9- Reader

10- Card Emulator

1- Developer’s

2- Attacker’s

3- Google wallet

4- Trusted Execution Environment(TEE)
5- Hacker

6- Air Interface



14 O g ooyl |yons TTEE 3l oolasw! b of podd (ydli' 095 j0 oy alos 3 (g S ol golesiion Jool,y

o 4 gy 9 ool ledl Y=Y
oy diile gwlus Sledbl Cy oo g 0,58 Sz ol Gl
Seig Sl Sl sloasly 5 (Sbolus Sledbl e
ool (s adadls 1wl el ledl copl pls 050 go ool
05310 3oy dedbgd IS (6,0l b caxkad pl ol laz ol pen
g Lo il o )]8 ababls wousjls y Jelt o arils Cllae
gz oelolell 5 NFC 60,515 slaasly o Vo] wil

DY sgi oo oolitul Sledlbl cyol (6 jlus s

SAotedl 4 pwtws SIS Ce ilie slals)
oS olyam il Jole gt 4 bl das 45 ol oy slyiiny
Al (nl g WS (oe 4SS el oo L2l (63 0 0l s, 2
sba oaloldl wylse plei 43 el ool gzy
S50 50 (pelb Gledonsisloy (g S maal 4 ail,6S )68
p3Y jemme a5 (slaaliy  plul o a8 oo sladel oy
ol yor yali ZMasl 45) aily 05,5 il Seild Oygo |,
090 |y el Slagom ) (25 4 Wl oo (2Bl 03,5 D |
DAl 5,8 Cawody |y calylodl J 2uS g 00

81y Lo Ce b pwow 4 alos Jlos! Y

S35 » aex (pl Gldle s p e djales gy n jelaie 4
IR owor 29 B8 JnaS (S 09390 Sl i
eor Slp B dniS JlBles (hd J¥s 4 05 o

TOW PRCREET
DT ogi o oalial o 2)l8 51 (5 lamn Lags JSo5 JoyeieS-
b EMV cslsy slaslalial ululy 555 JoeinS-
. . f oL - . .
slslo)5 oSl &5 B9 Jlesy bwg g oad
Sgd o oolatwl S oo gl I)"PayPass ooled e
[VAl

. . 7 . .
rlply b poes (mted 5 Twguul e oS-
"o lS aly Laly 5 NFC Jl3dle 5 Yty clgioe (ol
DAL sges aaS 1) cpal Lol
F5 Jgs 1Y
5 UD S hauly b syl 8l 5 JSsS JskS

093 abold parsis g (Sopd alold Cosguze sllo ()l 3le s
b 5l ESloy &5 ale)9dS 50 Guizes e Sl sl
S lased S b prlee cenl Cudguze shils ol e als
2 4 sbolen [Flale o 8 Jg g)lake S pm 5l Ll 3
38l e dly OMles ccenl ol oole plas (V) JSs

dlbee i )l 5l JSae

(S8 )5 /S S cod) ol jonyals (A
(ol J 508 o) o,y 38l (Y
(e JyS cos) )5 sloas (¥

ub:u)ls Ko (f

(' NFC-enabled Mobie Phone (1) g

Card Emulator 3
Application Processor Card Emulator Software
Secure .
Element Ry v Network AP! Card Emulation AP|
AP Sotware 5L AP )] [ eg. TCPIP

connection

NFC hardware capable of card emulation

= \
NFC/RFID link Y
\ Secure Element
( () Point-ot-Sale Teminal '@ J®

DV 4, s gl 1Y) Jsio

s Suer oY kil ) ldle oSl cnl e (22

oS Lo ol saile 1)l 1) (laSets clbls | g cpaliylall &
Slygis aly l8le s sl S5 JocasS Hl58le 5 bl
S oo Jloyl elolell 4 1) T s ,S 2l s 1) (APDU)
Sl S g 32,k 3 |y eloledl 5l ozl s slagenl eens
Shgws 3l Sl DNals e Jlo)l o)l jleass a
(F) IS 50 wlpledl g diadigane IS e, IS ool

Sl 00l oals ylis

- Personal Identification Number (Pin)
- Europay Mastercard Visa

- Point-Of-Sale Terminal

- PayPass Contactless Credit Card
Open Source Code

Stack

- Application Programming Interface
- User Interface

4) 1= {3)C-APOU

il

(). (9) RAPDU i "."'on._ .
AU (5) [ (1) R-APDU SO
\
(6) process C-APDU and
generate R-APDU R-APDU (11) (1) C-APOU
( Point-of-Sale Terminal ;. 0

Secure Element

V] cellall g e l8 o Ol ygims ol (F) IS

1- Application Protocol Data Unit(Apdu)



WAY 5l ) 0 placds pmiiods Jlus d/u;&%&'ww,k - ooke aloe v
- '

IR S JetS ab) (uild )90 (e S o0

4y alos 3l (5 yuS ol g2 9250 s J>ol, -F

dyalex 5l 655l Cuz Jool) dw (owyp 4 (A5 0l o
A S92 g0 pol> > 0 b ol cpl eajlo g oo

" b Jlin i slaaids \-F

slezel LB Ll sl e sjloosly LB >l Gbe, o
sl tS1y ) alex 5l xS olr Cuz (Jool) Gal 5o s
plnl gazin gloy (b 5o Wl (g8 Jlaey jo oSy
obgS slaaidy (o Bl wiadga Bs5 g Jlwe 5 cgly 0 aigd
igles JLol 1y p3Y slagwly 5 Slygins sddiipesd iy
Sl beadiss slaaids 5l 5 Vsb gla ST am)o
2y a5l ooly cplaisd o) (IS jebay b ais 5 a8gie
Jolsd )0 & ladyales Ll wlei oo 655l (SYsb Jols
Gk e s s &) e Sl slaJUIS 5 ol
leions xS elr wled Jos oudimad il sladidy
ol alen Sl Hubls bl ol IS
plee a1y (Bge dlox nlplh Bl Ay l8le
Al los g0

O, 595 430 bawgd joue oy (Hhwwliel -V-F
S Jpas

alie 5 995 oo (e liel Gl a5 58S j5ee e
WS oo Ll | jeee 5oy (nl (S5 S O, s,
RS ool 09,55 5 035U Sligins g ailse ol
by jsee joy el (dooly cnl po nlple 0o
WDge (nl ) wedior S el Gl o OIS (55, adlse
oy s & saalbyn ala 5 ol sl prlgn 38l
DYAL 518 5Ls JorcaS e

Spyware ) sasd &bl) s9, » Sl 02 laacl

S S ool ws oo ojll a5 w3yl 59>4 (&Keylogger
oy sl Sledbl g WS las 1) )5 lawgd oddos) ay,s
Lol asled Loyl pzloe 9 pm 4 1) (SOL Ol Sledbl by jgue
aS Jdo cpl 4 cal Glads ol en il oSy o Jes ol

Sredign by 2is5 15 g canl ot LS5 o STol> slacl)
g )l Ple 5 ain () 0gd o Lzl elyledls NFC o LB L
L0] ol sais ools anwgs «Slsp 5 Sob olles

(SCPO2)- Y iyl JUIS IS5 gy0 Lpobusl 2 ool JUIS ozl o
Copda g ol Sebie S e 5 el Gl O
P s oSS JpdS Bles )ls engep 1) ol Lol
P Bge 4 dle sl 4 WS oo (ilupazid el Gloll
JopcieS 5 o Qlsail T JSS JhS SIS (5, ailie o
JES CPUN E PN S - ST N WRRIES RSV L SO gt
ol e 4y alom ol )0 05 (o S8 Gayiss o ol Ll
Dasb oo 5 25 bawgs

LU PYYE SCRLIES LYVIPL SWOURPL Y P o
o oS5 alisue laiied 5l USs5 Co sy eS|
Dol 0,8 )13 adle> 0y o), 4 sytie Sl
S L Jpazme pl 0 atlsioe &5 (Ao glacs s
5o le axal asls 6,
FoasS jslo slacsil -
;u}‘b)a Lngc\S...M: WS
v - a .-
99,8 SUpiasms -
Ml 5 easSadys glacS b -
A e s & L@ - .
o‘)‘c..b u.ni.) ‘5.»55 ulf..\....SA..J}) -
Vol o als (sl -
W oz . -
OB sy -
TS iy )5 slacS b -
essS| ST (59,2 45 Col (0S5 S NFC (5L
Sl & S ol 4 azg b )3 e b JSSS JppeiS
Sletiy g JBsdex bl Jed 5l oleasly NFC

13- Timeouts Of POS Terminals

- Javacard Applets

- Secure Channel Protocol 02

- Server

- Google Wallet On-Card Component
- Issuing Banks

- Payment Networks

- Point Of Sale Systems

- Semiconductor Companies

- Mobile Handset Manufacturers
10- Mobile Operators

11- Merchants

12- Prepaid Card Companies
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6- Rollback Protection

7 - Nonvolatile Data

8- Memory Banks

9 - Processor Core

10- Processor Secure Environments
11- Upload

12- Secure Scheduling
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return EncKey;,

Function Generate_MacKey (SSN , Masterkey:
Double): Double

Var TailMac, MacKey :Double;
TailMac :=Contact (SSN , 0000000000000002);
MacKey :=3DesEncrypt(TailMac , Masterkey);

}

return MacKey;
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Procedure MacTerminal (Rnd_SE, SSN_SE, )
EncKey, MacKey :Double)

{

Var Macdata_terminal, Value_SE, Encdata
:Double;

Value_SE := Contact (Rnd_SE , SSN_SE );
Encdata :=AES (Value_SE , EncKey );
Macdata_terminal := Mac (Encdata , MacKey);

endprocedure
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Procedure GenerateKey (SSN , Masterkey:
Double)

{

Var EncKey, MacKey: Double;

EncKey: = Generate_EncKey (SSN , Masterkey);
MacKey:=Generate_MacKey (SSN , Masterkey);

}
Endprocedure M)

Function Generate_EncKey (SSN , Masterkey:
Double): Double

{

Var TailEnc, EncKey: Double;

TailEnc :=Contact (SSN , 0000000000000001);
EncKey :=3DesEncrypt(TailEnc , Masterkey);

}

5- Man In The Middle (Mitm)
6- Random Number

1- Symmetric

2- Secret

3- Se Serial Namber

4- Hardware Security Module(Hsm)
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1-Integrated Circuit Card Identifier
2- International Mobile Subscriber Identity
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Procedure VerifyTerminal (Macdata_terminal,

EncKey, MacKey, Rnd_SE , SSN_SE : Double)

{

Var SeparateMac, Value, Encdata: Double;

Verify: Boolean;

Value: = Contact (Rnd_SE , SSN_SE );

Encdata: = AES (Value , EncKey ); ™
SeparateMac: = SliceMac(Macdata_terminal);

If (SeparateMac = = Encdata) then

Verify := true;
Else

Verify := false;
endprocedure
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Procedure MacSecureElement (Rnd_ter, SSN_ter,
EncKey, MacKey : Double)

Var Macdata_SecureElement, Value_ter, Encdata

:Double; f)
Value_ter := Contact (Rnd_ter , SSN_ter);

Encdata :=AES (Value_ter , EncKey );
Macdata_SecureElement := Mac (Encdata ,

MacKey);

endprocedure
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Procedure VerifySecureElement (Macdata_SecureElement,
EncKey, MacKey, Rnd_ter , SSN_ter : Double)

{

Var SeparateMac, Value, Encdata: Double;

Verify: Boolean;

Value = Contact (Rnd_ter, SSN_ter);

Encdata = AES (Value , EncKey );

SeparateMac = SliceMac(Macdata_SecureElement);

If (SeparateMac = = Encdata) then 0)
Verify := true;

Else

Verify ;= false;

End if

}

endprocedure
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ITEECIient.IContext.ConnectionMethod.LoginPubli
G,

final Integer param_conn_data = null;

try {

ses = ctx.openSession(param_uuid,
param_conn_method,

param_conn_data, param_operation);

} catch (TEECIientException e) {

/I handle TEECIientException here.

return false;

}

ITEECIient.ISharedMemory sm = null;

byte[] appSignature = new byte[256];
ITEECIient.ISharedMemory param_flags =
ITEECIient.ISharedMemory. TEEC_MEM_INPUT |
ITEEClient.ISharedMemory. TEEC_MEM_OUTPU
T

try{

sm = ctx.registerSharedMemory(param_byte_array,
param_flags);

} catch (TEECIientException e) {

/I handle TEECIientException here.

return false;

}

final int VERIFY_SIGNATURE_COMMANDID =
0x12345678;

try{
ses.invokeCommand(VERIFY_SIGNATURE_COM

MANDID, param_operation);
}catch (TEECIientException €) {
/I handle TEECIientException here.
return false;

}

»p VERIFY_SINATURE j3iws >5,5 45 5,50,
G Hgiwd U aas oo ojlal TA olF ol il jao Jlade L
D Jl ) oyl ledl gl
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<meta-data android:name="com.scdroid.ccid.key" ")
android:value="ccid licence is placed here" />
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List<USBReader> ReaderList = null;
ReaderList = USBReader.getReaders(this);
if (ReaderList.size() == 0) {
mMessage.setText(*'no reader connected");
return;

}
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byte[] signatureBytes;
Packagelnfo packagelnfo =
context.getPackageManager().
getPackagelnfo(context.getPackageName(), M
PackageManager.GET\_SIGNATURES);
for (Signature signature : packagelnfo.signatures) {
signatureBytes = signature.toByteArray();
}
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ITEECIient client =
FactoryMethodWrappers.newTEEClIient();
ITEECIient.IContext ctx = null;
final String param_TEE_NAME = null; // connect to
the default TEE.
final android.context.Context param_app_context =
getApplicationContext();
try
{
ctx = client.initializeContext(param_TEE_NAME,

param_app_context); )
catch (TEECIientException €)

{

/I handle TEECIientException here.

ITEECIient.ISession ses = null;

final UUID param_uuid = new
UUID(0x1234567887654321L,
0x0102030405060708L);

final ConnectionMethod param_conn_method =
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USBReader usbReader = ReaderL.ist.get(0);
usbReader.Open();

usbReader.isCardPresent();
usbReader.WaitCardEvent(USBReader. CARD_EV
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ABSTRACT

In recent years, thanks to NFC technology, the GoogleWallet application has attracted the attention of
many users for payment purposes. This application is installed and run on mobile platforms without
considering enough security. It uses the secure element as a proper place to store users’ financial
information. As a result, this application is easily susceptible to many security risks such as relay attacks.
Therefore, security provision in such systems has always been one of the most important challenges. A
suitable mechanism to provide security is installing and running the application in an isolated form.
However, before installing and running the application in an isolated form, the mobile phone should be
equipped with a secure environment that is provided by Trusted Execution Environment(TEE). The paper
proposes a mutual authenticatiom method between secure element and terminal using mobile phones whose
processors have two execution environments (TEE/REE) to manage the execution of google wallet applica-
tion. The proposed method not only improves the security of GoogleWallet application against the relay
attack, but also similar applications can use this method to increase security against such attacks.

Keywords: NFC Technology, Google Wallet, Secureelement, Relayattack, Trusted Execution Environment
(TEE)
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