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5- CODECs — COder/DECoder
6- Image Viewers
7- Media Player

1- DSE — Dynamic Symbolic Execution
2- Theorem Prover

3- Concretization

4- False Negative
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ﬁx user input \

/! y: spurious variable
¥y =x+1000;
ﬂx:user input \ while (y>1){
//y- spurious variable LABEL:
if (y > 0){
y=x+ 1000; if(y%2=1){
while (y > 1){ y=3*y+L
e | = }
while (v>1){ y=3*y+1; elsef
if(y%2—1){ 3 y=y/2;
y=3*y+1 elsef
} vy=v/2; if((x—y=>28) &&
else 1 c x + v = 32)D{.4
y=y/2; if(x-y>28) && cond
} (x +y <32)){// cond do_m();
} do_m(); break;
- break; 3
ole o5 (D) Jelse{
¢ Lo \ / 1 ) y =y — 3000 *n;
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1 .intel_syntax noprefix
2 .section .rodata
3 .LCO:
4 .string
5 .text
.glokl do_job
.type do_job, @function
do_job:
g push ebp

]

i0 mov ebp, esp
11 sub esp, 2
12 mov DWORD PTR [esp], OFFSET FLAT:.LCO
13 call puts
leave
ret
16 .size do_job, .-do_job
17 .globl main
.type nain, @function
19 nain:
20 push
21 mov ebp
and
23 sub
mov
add 3
mov eax, DWORD PTR [eax]
mov DWORD FTR
8 call atoi
mov DWORD FTIR
0 cmp DWORD PTR
31 jne .L3
32 call do_job
.L3:

mov eax, C

leave

ret

.8ize main, .-main
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Algorithm 1. SymbolicObfuscation(S)
Input: assembly source code S
INS: list of instructions.
LABELS: list of labels.
INP_VARS: list of variables
OUT_INS: output instructions
Output: obfuscated code
1. Input = splitSourceLineByL.ine()
2. for each line in input do
3. instruction = extractInstruction(line)
4. push instruction into INS
5. if (instruction is label)
6 label = extractLabel(line)
7 push label into LABELS
8. for each line in input do
9. instruction = extractInstruction(line)
10. if (instruction is label and operation is input call)
11. var = extractVariable(line)
12. push var into INP_VARS
13. else
14. extract functions
15.

16. /I code analysis is ended now obfuscation starts
17. for each line in input do

18. ins = extractInstruction(line)

19. if (ins is compare stmnt and variable is input)
20. injectCode()

21. else

22. push ins into OUT_INS

23.

24. return OUT_INS

croles Gl 5l 655 sl cu (o luptne i, 1 (F) S8



OLKes g Lol surn sem dled g1yl 31 (g S gl jokido 43 0S5 (65 Lwppteo

Sl g0 oils 5L

Algorithm 2. AbstractInterpretationObfuscation(S)

Input: list of instructions INS
Output: obfuscated code

1. LBasicBlocks LB=
geneateControlFlowGraphs(INS)
Satates Pro_states= generateProgramStates(LB)
Interval_static_analysis(Pro_Sates)
While(maked_a_loop(Pro_Sates) do
Environment e =
select__random_env(Pro_Sates)
state b = Make_jamp_block(e)
state ¢ = make_neg_env_block(e,b)
Pro_Sates.add(b,c)
. End while
0. return Pro_Sates. ToAssembly()
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1 -intel syntax noprefix

2 .section .rodata

3 -LCO:

4 -string "\n\n¥=ZS CONDITION\n"
5 .text

€ -globl do_job

.type do_job, @function

do_job:
S push ebp
10 mov ebp, esp
11 sub eap, 24
12 mov DWORD PTR [esp], OFFSET FLAT:.LCO
13 call puts
14 leave
15 ret
1% -size do_job, .-do_job
17 .globl main
18 .type main, @function
19 main:
20 push ebp
21 mov ebp, esr
22 and esp, -1
23 sub esp, 32
24 mov eax, DWORD PTR [ebp+ll]
25 add eax, 4
26 mov =ax, DWORD PTR [eax]
27 mov DWORD PTR [esp], eax
28 call atoi
29 mov DWORD FTR [esp+it], eax
30 mov e=ax, DWORD PTR [eap+lf]
31 add eax, 1000
32 mov DWORD PTR [esp+24], eax
33 jmp .L3
34 L7:
35 mov eax, DWORD PTR [esp+l4]
S cdg
37 shr edx, 31
38 add eax, edx
33 and eax, 1
40 sub eax, edx
21 cmp eax, L
42 jne .L4
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STRCISE
43 mov edx, DWORD PFTR [esp+24]
44 mov eax, edx
45 add eax, eax
46 add eax, edx
47 add eax, 1
43 mov DWORD PTR [eap+l4], eax
49 jmp .LS
50 .L4:
51 mov =ax, DWORD PFTR [esp+24]
52 mov edx, eax
S3 shr edx, 31
54 add eax, edx
55 sar eax
S¢6 mov DWORD PTR [eap+l4], eax
57 -LS:
58 mov eax, DWORD PTR [esp+l4
59 mov =dx, DWORD FTR [eap+If]
€0 sub edx, eax
cl mov eax, edx
c2 cmp eax, 2E
€3 jle _L3
c4d mov =ax, DWORD PTR [esp+24]
€5 mov edx, DWORD PTR [esp+If]
ce add eax, edx
€7 cmop eax, 31
€8 jg .L3
€39 call do_job
70 jop .LE
71 _L3:
72 cmp DWORD PTR [eap+24], 1
73 jg -L7
74 .Le:
75 mov eax,
7€ leave
77 ret
78 -file "my-program2-obf-abs.c"
79 -intel_syntax noprefix
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VARV PES
1 .section .rodata
2 -LCO:
3 .string "\n\nYES CONDITION\n"
4 .text
) .gloebl do_job
€ .type do_job, @function
7 do_job:
8 push
S mov ebp,
14 sub esp, 24
11 mov DWORD PTR [esp], OFFSET FLAT:.LCO
12 call puts
13 leave
4 ret

.size do_job, .-do_job
.globl main
.type main, @function

mov ez
cdg
shr ed:
add
and
sub ez
cmp ead
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Fight ++;

True

int temp = a[left];
alleft] = alright];
alright] = temp;
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quick sort
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43 jne _L¢

44 mov edx, DWORD EFTR [esp+l4]
45 mov eax d>

4z add eax

47 add =

48 add e

43 mov R [esp+24], eax
S0 Jjmp

51 .Le:

52 mov eax, DWORD EFTR [esp+l4]
53 mov edx, eax

54 shr edx, 31

55 add esax, edx

5¢€ sar eax

57 mov DWORD PTR [esp+l4], eax
S8 L7

59 [esp+24]
0 [eap+22]

m N

fomoMm M
oo WN = o

[eap+24]
€< [esp+lE]
€5 jg .L3
70 call do_job
71 jmp L8
72 L5
73 mov eax, DWORD PTR [esp+lZ]
74 imul eax, eax, -30
75 add DWORD FTR [easp+l4], eax
7€ jop .L4
77 -L3:

78 cmp DWORD EFTR [esp+24], 1
79 jg .L4

80 L8

81 mov eax,

22 leave

53 ret
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2- Execution Trace
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ABSTRACT

The software protection against analysis has become an important issue in the field of computer
engineering. The symbolic execution method, as an approach to explore execution paths and conditions of
the program, is recently considered. Therefore, developers try to protect their code to prevent against
symbolic execution. A successful symbolic execution has extracted the provisions of all paths in the form of
a symbolic tree. Therefore, we can prevent the symbolic execution of a program to protect the code in
several different ways and hide paths from the view of analysts. This paper focused on obfuscating the
condition for behavior so that in the case of symbolic execution analyst can not find the right conditions of
a behavior. For this purpose, a new agenda is presented to add some new variables to the execution path
that they are related to the program variables to confuse constraint solvers and build many new fake paths
in the form of the symbolic tree. Results showed that symbolic analysis tools are unable to obtain all paths
after obfuscation.

Keywords: Symbolic Execution, Path Explosion, Code Obfuscation, Symbolic Tree, Abstract
Interpretation, Interval Static Analysis
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