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“TETRA  Association SFPG Information document,
Overview of Standard TETRA Cryptographic Algorithms and

their rules for management and distribution.

ETSI Technical Report TR 052101 V1.1.1: SAGE Rules for
the management of the TETRA standard authentication and

key management algorithm set TAAL.

ETSI Technical Report TR 1-0530101 V1.1.2: SAGE Rules
for the management of the TETRA standard encryption

algorithms Partl TEAL.
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11 = endsid_5171]), RS =RS_35[!1 =
endsid_5171], RAND1 = RAND1_34[!1 =
endsid_5171], @sid = @sid_5172, @occ8 =
@occ_cst <- (
end(endsid_5171,endSwMI(hostMS[],hostSwMI[]
,RAND1_34[!1 =
endsid_5171],kdf((TA11(RS_35[!1 =
endsid_5171],K[]),RAND1_34[!1 =

endsid_5171¢(((

RESULT inj-
event(endSwMI(x_4280,y_4281,r_4282,k_4283 ((
<==inj-event(beginMS(x_4280,y_4281,r_4282))

is true.

SWMI Lawsss MS s 511 (Y

——Query inj-
event(endMS(x_3411,y 3412,r 3413k _3414 <== ((inj-
event(beginSwMI(x_3411,y 3412,r_3413((

Completing...

goal reachable: attacker(r_4234 & & (attacker(RS_4235 (
<

end(endsid_4236,endMS(hostMS[],hostSwMI[],r_4234,kdf((
TA11(RS_4235,K[]),r_4234((((

attacker((r_4250,RS_4245.((

.fUsing the function R1 the attacker may obtain R1.
attacker(R1.(

.OThe message (r_4250,RS_4245) that the attacker may
have by 3 may be received at input {4.{

The message R1 that the attacker may have by 4 may be
received at input.{\ - }

So event

endMS(hostMS[],hostSwMI[],r_4250,kdf((TA11(RS_424
5,K[]),r_4250))) may be executed at {13} in session

endsid_4247.

end(endsid_4247,endMS(hostMS[],hostSwMI[],r_4250,k
df((TAL1(RS_4245,K[]),r_4250.((((

A more detailed output of the traces is available with set
traceDisplay = long.

new K creating K_4254 at {1{

G990 W gl Gl Jeol mls 1) Cewg
TETRAL

Gilwesly oS ol = 5l ol bl (s ol jo
sl 00 00)5" JJ)BB]J )l)ﬁ“alp ) ‘),»..) Ji’j)-’ aliseo 6me

Silo o a9 by yo gl (A
——Query not attacker(secretSwMI_DCK((]

Completing...

Starting query not attacker(secretSwMI_DCK (]
RESULT not attacker(secretSwMI_DCK ([lis true.
——Query not attacker(secretMS_DCK(]
Completing...

Starting query not attacker(secretMS_DCK((]
RESULT not attacker(secretMS_DCK]]) is true.
—-Query not attacker(secretswMI_K (]
Completing...

Starting query not attacker(secretSwMI1_K((]
RESULT not attacker(secretSwMI_K{]) is true.
——Query not attacker(secretMS_K ([l
Completing...

Starting query not attacker(secretMS_K((l

RESULT not attacker(secretMS_K{]) is true.

Cugd 32l (bl 4 ber o s (@
SWMI lawgi MS cogn 51>l (A
--Query inj-
event(endSwMI(x_4280,y_4281,r_4282,k_4283 ((
<==inj-event(beginMS(x_4280,y_4281,r_4282((

Completing...

Starting query inj-
event(endSwMI(x_4280,y_4281,r_ 4282,k 4283 ((

<==inj-event(beginMS(x_4280,y_4281,r_4282((

goal reachable:
egin(beginMS(hostMS[],hostSwMI[],RAND1_34[
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—-Query

event(endMSSwMI(x_2483,y' 2489,r_2485,rs_2486,k 2
487,x'_2488,y 2484,r 2485,rs_2486,k_2487) <== ((x_2483
=x'_2488 && y 2484 =y 2489(

Completing...

Starting query

event(endMSSwMI(x_2483,y' 2489,r_2485,rs_2486,k_2
487X 2488y 2484, 2485 rs 2486k 2487) <== ((x_2483

=x' 2488 && y 2484 =y 2489(

goal reachable:
end(endMSSwMI(hostMS[],hostSWMI[],RAND1_34[!11 =

@sid_3398],RS_35[!1(@) = sid_3398],kdf((TAL1(RS_35[!1 =
@sid_3398],K[]),RAND1_34[!1 =
(@sid_3398])),hostMS[],hostSwMI[],RANDZ_34[!1
@sid_3398],RS_35[!1(@ - sid_3398] kdf((TA11(RS_35['1
@sid_3398],K[]),RAND1_34[!1 = @sid_3398((([

RESULT
event(endMSSwMI(x_2483,y' 2489,r_2485,rs_2486,k_2487,

X' 2488y 2484 24855 2486, K 2487) <-= ((x_2483 =
X'_2488 && y 2484 =y' 2489) is true.

obeS 23l gl o
—-Query not attacker(hostSwMI (]
Completing...
Starting query not attacker(hostSwMI (]

RESULT not attacker(hostSwMI[]) is true.

—-Query not attacker(hostMS((]
Completing...
Starting query not attacker(hostMS([]

RESULT not attacker(hostMS[]) is true.

insert db(hostMS,hostSwMI,K_4254) at {2 {

in(pubch, (a_4252,a_4253)) at {4} in copy a

event(beginMS(hostMS,hostSwMI,a_4252)) at {8} in
copy a

out(pubch, TA12(TA11l(a_4253,K_4254),a_4252)) at {9}
in copy a

in(pubch, R1) at {10} in copy a

event(endMS(hostMS,hostSwMI,a_4252 kdf((TA11(a_42
53,K_4254),a_4252 ((((at {13} in copy a

The event

endMS(hostMS,hostSwMI,a_4252 kdf((TA11(a_4253,K_
4254),a_4252))) is executed in session a.

A trace has been found.

RESULT inj-
event(endMS(x_3411y 3412,r_3413,k_3414 <== ((inj-
event(beginSwMI(x_3411y_3412,r_3413)) is false.

RESULT (even
event(endMS(x_4237,y_4238,r_4239,k_4240 <== ((
event(beginSwMI(x_4237,y_4238,r_4239)) is false(.

UKS b3l & by o s (g

——Query

event(endMSSwMI(x_1557,y 1558,r_1559,rs_1560,k_15
61,x_1557,y 1558,r_1559,rs_1560,k' 1566 <== ((k_1561 =
k'_1566

Completing...

Starting query

event(endMSSwMI(x_1557,y_1558,r_1559,rs_1560,k_15
61,x_1557,y 1558,r_1559,rs_1560,k' 1566 <== ((k_1561 =
k'_1566

goal reachable:

end(endMSSwMI(hostMS[],hostSWMI[],RAND1_34[!1
(@ =sid_2471],RS_35[!1 = @sid_2471] kdf((TA11(RS_35[!1
@ =sid_2471],K[]),RAND1_34[!1 =
@sid_2471])),hostMS[],hostSWMI[],RAND1_34[!11 =
(@sid_2471],RS_35[!1 = @sid_2471] kdf((TA11(RS_35[!1 =
@sid_2471],K[]),RAND1_34[!1 = @sid_2471((((l

RESULT
event(endMSSwMI(x_1557,y _1558,r_1559,rs_1560,k_1561,

x_1557,y 1558,r_1559,rs_1560k'_1566 <== ((k_1561 =
k' 1566 is true.
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Starting query inj-
event(endMS(x_2838,y_2839,r 2840,k 2841 <==  ((inj-

event(beginSwMI(x_2838,y_2839,r_2840((

RESULT inj-
event(endMS(x_2838,y_2839,r_2840,k_2841 <==  ((inj-
event(beginSwMI(x_2838,y_2839,r_2840 ((is true.

SWMI Lawsss MS g 511 (Y

—-Query inj-
event(endSwMI(x_3702,y_3703,r_3704,k_3705 <== ((inj-
event(beginMS(x_3702,y_3703,r_3704((

Completing...

Starting query inj-
event(endSwMI(x_3702,y_3703,r_3704,k_3705 <== ((inj-
event(beginMS(x_3702,y_3703,r_3704((

goal reachable: attacker(r_4538 <~ (
end(endsid_4539,endSwMI(hostMS[],hostSwMI([],r_4538,kd
f((TA21(RS_36[RAND2_35 = r 4538k _34 = K[!11 =

endsid_4539],K[]),r_4538((((
Abbreviations:

RS_4553 = RS_36[RAND2_35 = r 4551,k 34 = K[],!1 =
endsid_4548|

AThe entry db(hostMS[],hostSWMI[],K[]) may be
inserted in a table at insert {2 1
table(db(hostMS[],hostSwMI[],K.(((]

.YWe assume as hypothesis that attacker(r_4551.(

.YUsing the function R2 the attacker may obtain R2.
attacker(R2.(

¥The entry db(hostMS[],hostSwMI[],K[]) that may be
in a table by 1 may be read at get {33.{

The message r_4551 that the attacker may have by 2 may
be received at input {20.{

The message R2 that the attacker may have by 3 may be
received at input {27.{
So event

endSwMI(hostMS[],hostSwMI[],r_4551,kdf((TA21(RS_
4553,K[]),r_4551 (((may be executed at {29} in session

endsid_4548.

Gyy9gp o gl 1 Jeols mls 1 Yoawew
TETRA2
& 25 Oyye 4 TETRAZ G j99 0 oS 1y 5l Jol> molis
bl

Sl yme (b3, gl (W
—-Query not attacker(secretSwMI_DCK(]
Completing...
Starting query not attacker(secretSwM|_DCK([]

RESULT not attacker(secretSwMI_DCK ([lis true.

—-Query not attacker(secretMS_DCK (]
Completing...
Starting query not attacker(secretMS_DCK((]

RESULT not attacker(secretMS_DCKT]) is true.

——Query not attacker(secretSwMI_K (]
Completing...
Starting query not attacker(secretSwMI_K(]

RESULT not attacker(secretSwMI_KT]) is true.

——Query not attacker(secretMS_K ([l
Completing...
Starting query not attacker(secretMS_K((l

RESULT not attacker(secretMS_K{]) is true.

Cugp >l 2yl 4 by s (@
SWMI Ly MS cyga 51>l ()
—-Query inj-
event(endMS(x_2838,y_2839,r 2840,k 2841 <==  ((inj-
event(beginSwMI(x_2838,y_2839,r_2840((

Completing...
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RESULT
event(endMSSwMI(x_1433,y_1434,r,rs,k_1435,x_1433)y_14

34,r,rs,k <== ((k_1435 =K' is true.

S o Comld 9lS (2551 42 bgrpo gl (o

—-Query

event(endMSSwMI(x_2131,y' 2137,r_2133,rs_2134,k 2
135,x'_2136,y_2132,r_2133,rs_2134,k_2135) <== ((x_2131

=x'_2136 && y_2132 =y 2137(
Completing...

Starting query

event(endMSSwWMI(x_2131,y' 2137,r 2133,rs 2134,k 2
135x' 2136,y 2132,r 2133,rs 2134,k 2135) <== ((x_2131

=x 2136 && y 2132 =y 2137(
RESULT

event(endMSSwMI(x_2131y' 2137,r_2133,rs_2134,k_2135,
X'_2136,y_2132,r_2133,rs_2134,k_2135) <== ((x_2131 =

X'_2136 && y 2132 =y' 2137) s true.

ol b3yl s (o
——Query not attacker(hostSwMI (]
Completing...
Starting query not attacker(hostSwMI (]

RESULT not attacker(hostSwMI[]) is true.

—-Query not attacker(hostMS((]
Completing...
Starting query not attacker(hostMS([]

RESULT not attacker(hostMSJ]) is true.

end(endsid_4548,endSwMI(hostMS[],hostSwMI[],r_455
1,kdf((TA21(RS_4553,K[]),r_4551.((((

A more detailed output of the traces is available with set
traceDisplay = long.

new K creating K_4555 at {1{

insert db(hostMS, hostSwMI,K_4555) at {2 {

get db(hostMS,hostSwMI,K_4555) at {33} in copy a
in(pubch ,a_4554) at {20} in copy a

new RS_36 creating RS_4556 at {21} in copy a

event(beginSwMI(hostMS,hostSwMI,a_4554 ((at {24} in
copy a

out(pubch ,
YTA22(TA21(RS_4556,K_4555),a_4554),RS_4556)) at {25}
in copy a

in(pubch ,R2) at {27} in copy a

event(endSwMI(hostMS,hostSwMI,a_4554 kdf((TA21(R
S_4556,K_4555),a_4554 ((((at {29} in copy a

The event

endSwMI(hostMS,hostSwMI,a_4554 kdf((TA21(RS_455
6,K_4555),a_4554 (((is executed in session a.

A trace has been found.

RESULT inj-
event(endSwMI(x_3702,y_3703,r_3704,k_3705 <== ((inj-
event(beginMS(x_3702,y_3703,r_3704)) is false.

RESULT (even
event(endSwMI(x_4540,y_4541,r_4542 k_4543 <== ((
event(beginMS(x_4540,y_4541,r_4542)) is false(.

UKS ob sl 4 ba o gl (g

Query —
event(endMSSwMI(x_1433,y_1434,rrsk_1435x_1433y 14
'k_1435 =k <== (('34,1,15,k

..Completing

query Starting
event(endMSSwMI(x_1433,y_1434,r,rs,k_1435,x_1433,y_14

'k_1435 = k <== (('34,1,r5,k
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inj-
event(JendMS(x_5123,y_5124,r1_5125,r2_5126,k_5127 «
<==inj-event(beginSwMI(x_5123,y 5124,r1 5125((
RESULT
inj-
event(endMS(x_5123,y 5124,r1 5125,r2_ 5126,k 5127 «
<==inj-event(beginSwMI(x_5123,y 5124,r1_5125)) is true.

SWMI Lawsss MS a5l (Y

—-Query

inj-
event(endSwMI(x_6488,y_6489,r1_6490,r2_6491,k_6492 ((
<==inj-event(beginMS(x_6488,y_6489,r1_6490,r2_6491((

Completing...

Starting query

inj-
event(endSwMI(x_6488,y_6489,r1_6490,r2_6491,k 6492 ((
<==inj-event(beginMS(x_6488,y_6489,r1_6490,r2_6491((

.Y » Using the function R2 the attacker may obtain R2.
attacker(R2.(

N \The entry db(hostMS[],hostSWMI[],K[]) that may be
in a table by 1 may be read at get {45.{

The event

endSwMI(hostMS, hostSwMI,RAND1_8008,a_8005,TB4
((kdf((TA11(RS_8009,K_8007),RAND1_8008)),kdf((TA21(

RS_8009,K_8007),a_8005 (((((is executed in session a.

A trace has been found.

RESULT

inj-
event(endSwMI(x_6488,y_6489,r1_6490,r2_6491,k_6492 ((
<==inj-event(beginMS(x_6488,y_6489,r1_6490,r2_6491)) is
false.

RESULT

yeven
event(endSwMI(x_7969,y_7970,r1_7971,r2_7972,k_7973 ((

Gyg9p & lal 3l el mli 1V Cavgn
TETRA3
& ) Soze & TETRAZ (iyyg9 o5 gl 5l Jol> mls

aBl
Sl yme (25, gl (W
—-Query not attacker(secretSwMI_DCK(]
Completing...
Starting query not attacker(secretSwM|_DCK([]

RESULT not attacker(secretSwMI_DCK ([lis true.

—-Query not attacker(secretMS_DCK (]
Completing...
Starting query not attacker(secretMS_DCK((]

RESULT not attacker(secretMS_DCK({]) is true.

——Query not attacker(secretSwMI_K (]
Completing...
Starting query not attacker(secretSwMI_K(]

RESULT not attacker(secretSwMI_KT]) is true.

——Query not attacker(secretMS_K ([l
Completing...
Starting query not attacker(secretMS_K((l

RESULT not attacker(secretMS_K{]) is true.

oo 5l bl 4 by bl (0

SWMI lawgi MS cogn 51>l (A

—-Query
inj-
event(endMS(x_5123,y_5124,r1 5125,r2_ 5126,k 5127 «
<==inj-event(beginSwMI(x_5123,y_5124,r1 5125((
Completing...

Starting query
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RESULT not attacker(hostMSJ]) is true.

@.)99)‘& o 6‘)‘?‘ 3! J“’L" C"L“ : F o gy
TETRA4
& 2) Dyze 4 TETRAG (ayjg9, oS szl 5l Jol> mls

Sl yxe (b3, gl (I
—-Query not attacker(secretSwMI_DCK(]

Completing...

RESULT not attacker(secretSwMI_DCK ([lis true.
Completing...

Starting query not attacker(secretMS_DCK((]

RESULT not attacker(secretMS_DCK{]) is true.

——Query not attacker(secretSwMI_K (]
Completing...
Starting query not attacker(secretSwMI_K(]

RESULT not attacker(secretSwMI_KT[]) is true.

——Query not attacker(secretMS_K (]
Completing...
Starting query not attacker(secretMS_K((]

RESULT not attacker(secretMS_K{]]) is true.

ogp 5l (2l 4 bgyo gl (o
SWMI Lawgs MS Coga 5>l (A

—-Query

inj-
event(endSwMI(x_6259,y_6260,r1_6261,r2_6262,k_6263 ((
<==inj-event(beginMS(x_6259,y 6260,r1_6261,r2_6262((

Completing...

Starting query

inj-
event(endSwMI(x_6259,y_6260,r1_6261,r2_6262,k_6263 ((
<==inj-event(beginMS(x_6259,y 6260,r1_6261,r2_6262((

<==event(beginMS(x_7969,y_7970,r1_7971,r2_7972)) is

false(.

UKS obj,l 4 ba o gl (g

—-Query

event(endMSSwMI(x_3745,y' 3752,r1_3747,r2_3748,rs_
3749,k _3750,x'_3751,y 3746,r1_3747,r2_3748,rs_3749,k_37

50) <== ((x_3745=x"_3751 && y 3746 =y'_3752(
Completing...

Starting query

RESULT
event(endMSSwMI(x_3745,y' 3752,r1_3747,r2_3748,rs_374
9,k _3750,x'_3751,y 3746,rl_3747,r2_3748,rs_3749,k_3750

) <== ((x_3745=x'_3751 && y 3746 =y 3752) is true.

S s ol dulS” 20U 55 4 bgy po gulis (o

--Query

event(endMSSwMI(x_2369,y _2370,r1_2371,r2_2372,rs_
2373,k_2374,x_2369,y_2370,r1_2371,r2_2372,rs_2373,k'_23

80 <== ((k_2374 =k'_2380
Completing...

Starting query

event(endMSSwWMI(x_2369,y_2370,r1_2371,r2_2372,rs_
2373,k _2374,x_2369,y_2370,r1_2371,r2_2372,rs 2373 k' 23
80 <== ((k_2374 = k'_2380

RESULT

event(endMSSwWMI(x_2369,y_2370,r1_2371,r2_2372,rs_237
3,k_2374,x_2369,y 2370,rl_2371,r2_2372,rs_2373,k'_2380

<== ((k_2374 =k'_2380 is true.
oS 2l s (o
——Query not attacker(hostSwMI (]
Completing...

Starting query not attacker(hostSwMI([]

RESULT not attacker(hostSwMI[]) is true.

—-Query not attacker(hostMS((]
Completing...

Starting query not attacker(hostMS((]
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event(endMSSwMI(x_2131,y' 2137,r 2133,rs_2134,k_2
135,x'_2136,y_2132,r_2133,rs_2134,k_2135) <== ((x_2131

=x_2136 && y_2132 =y 2137(
Completing...

Starting query

event(endMSSwMI(x_2131,y' 2137,r_2133,rs_2134,k_2
135,x'_2136,y_2132,r_2133,rs_2134,k_2135) <== ((x_2131

=x 2136 && y 2132 =y 2137(
RESULT

event(endMSSwMI(x_2131y' 2137,r_2133,rs_2134,k_2135,
X'_2136,y_2132,r_2133,rs_2134,k_2135) <== ((x_2131 =

X' 2136 && y 2132 =y 2137)is true.
oleS (2Ll s (o
—-Query not attacker(hostSwMI (]
Completing...
Starting query not attacker(hostSwMI((]

RESULT not attacker(hostSwMI[]) is true.

——Query not attacker(hostMS¢(]
Completing...
Starting query not attacker(hostMS (|

RESULT not attacker(hostMS[]) is true.

RESULT

inj-
event(endSwMI(x_6259,y_6260,r1_6261,r2_6262,k 6263 ((
<==inj-event(beginMS(x_6259,y 6260,r1_6261,r2_6262)) is

true.

SWMI Lawsss MS g 5l>1 (Y

—-Query
inj-
event(endMS(x_4972,y_4973,r1_4974,r2_4975,k_4976 «
<==inj-
event(beginSwMI(x_4972,y_4973,r1_4974,r2_4975((

Completing...

Starting query
inj-
event(endMS(x_4972,y_4973,r1_4974,r2_4975,k_4976 «
<==inj-
event(beginSwWMI(x_4972,y_4973,r1_4974,r2_4975((

RESULT
inj-
event(endMS(x_4972,y 4973,r1_4974,r2_4975,k_4976 «
<==inj-
event(beginSwMI(x_4972,y_4973,r1_4974,r2_4975)) is true.

UKS bl 4 by e mls (z

—-Query

event(endMSSwMI(x_3638,y'_3645,r1_3640,r2_3641,rs_
3642,k_3643,x'_3644,y_3639,r1_3640,r2_3641,rs_3642,k_36

43) <== ((x_3638 = x'_3644 && y 3639 =y'_3645(
Completing...

Starting query
event(endMSSwMI(x_3638,y' 3645,r1_3640,r2_3641,rs_364
2,k_3643,x'_3644,y _3639,r1_3640,r2_3641,rs_3642,k_3643

) <== ((x_3638 = x'_3644 && y 3639 =y'_3645(

RESULT
event(endMSSwMI(x_3638,y'_3645,r1_3640,r2_3641,rs_364
2,k 3643,x'_3644,y 3639,r1_3640,r2_3641,rs_3642,k 3643
) <== ((x_3638 = x'_3644 && y_3639 = y'_3645) is true.

S il G Sl U35 & bgo o gl (0

——Query
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TETRAL yi5(5ul oS syl 31 Jeol> guls — A
TETRAL J SS9, S9; 0 yolKul lawg ool 5,155 ales
ol SWMI Lawgs MS Cugn 51l .ol ool (V) JSi 5o

Sl oS (gl 3 ol gubs : & Cavg

Slrass 6}L“°°Lt% sleas LS‘)'?‘ )‘\ J.ol:- CJL.« (S L)-.'.‘ 5
g sad Al MS lawgi SWMI Coga 51>l Lol 0als o0

Run 1

Alice in role MS

Agsumes SwMI->Bob

Var RANDI1#1 -> IntuderNonce2
Var RS#1 -> InfruderNoncel

T~

recv_1
IntruderNonce2 IntruderNoncel

Initial knowledge

\

send 2
ML

Abbreviations: recv_3
M1 = TA12(TA1l(IntruderNoncel J(Bob,Alice)), InhruderNonce2) Rl

clam_MS3(Alice Nisynch, *)

Scyther pattern graph for the TETR A protocol, claum TETRA MS3 m role MS.

3l MS Lawgs SWMI Caga 51l ol ssnl (A) JS& 50 TETRA2 yiy Sl o5 (gl 2! 31 Jool> gl -0

gy sad Al SWMI Lassgi MS Cugp sl o>l Lol 048 0 TETRA2 S5, 59y 2 yiulScol Lamgs odds LI5S

Rumn 1

Alice in role SWMI

Asgsumes MS->Bob

Var RAND2#1 -> InfruderNoncel

\ )

recv_L
IntruderNoncel

Tnitial knowledge

/
gend_2
M1

Abbreviations:
M1 = TA22(TA21(RS#]1 k(Alice.Bob)),InfruderNoncel ), RS#1

claim SwMI3(Alice Nigynch, *)

Scyther pattern graph for the TETRAZ protocol, claim TETRAZ,SWMI3 in role SwML

TETRA2 S35 59, 2 MS Cusp Jax ale> :(A) S5
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SRy 8ln s J18p Caga Il Sy s SWMI s
o=l icewloas (3155 e cautd ool oS Cugr o

8 oo oanlive (A-1+) (gla JSia

o u)l.o}

4S 595 o oanlin TETRA3 ;)| 5l ol mls

Bun 1
Bob mrole SwhMI
Assumes M Alice

IntriderNoncel

4
recv_Z
WA IntmcderNoncel

claim_

/ Abbreviations:

Tuatial knowledge

Ml = RANDIZ1.ESF1
M2 = R8F1LL(Bob, Alice)

Fum 2

Alice i role MS

Assmmes Swhl-~Bob

Var RAND1#2 - RAND1#1
Var RS#2 -= R8#1

o

T recv 1
M1

M3 = TALZ{TALL(M2).RANDIZL)

M = TAZZ(TAZLMMZ) IntmcderMNoncel )R]

Scyther pattemm @aph for the TETRAS protocol. clann TETF A3 SwWMLY m role SwhL

TETRA3 S5, ;0 SWMI Lawgs 8l 50 cledbl (6 Kaws :(R) JSio

Pam 1
Bob in role Swhil
Agsues MS-=Al
War RAND.

Fonl

Alice i role M3

Intruderoncel
1

zencl_1
M1

recv 1

IntrudlerNoncel RE#1

Pam 3

Alice inrole MS

Assumes Swh-~Bob

3 AND1#3 - RANDI=1
3 - RS

send_2

TAl l[Ml\Tnhurle-JN:Tnce] LRAND2ED

send_4
R1

send_2
M5 RAND2ZY

Abbreviations:

M1 = FAND1#] RS=1

M2 = ES#1 KBob, Alice)
AZITAZI(MI) RANDI#I).R1
ALLMI)

M3 =TALLMARANDLZ]L)

Seyther pattern graph for the TETREAS protocol, cloim TETEA3MS3 m role M5

TETRA3 S5gys ,o MS Lawsgi 28l 5 oledlol (6 (s 1(1+) JSis

TETRA3 yu 5wl oS gly2! 3l ol bl -

Sl s 8 cgm >l (e MS s 6l p 6l n
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US540 45 00ty 3,155 ales S el 0t Al 45 g Sy o5 sms e s TETRAG ooyl ol b

resl oas 00l pla3 (V) G sl Ll el S5 Casn sl Sy SWMI i

Fun 1

Bob in role MS

Assumes SwMI-=Alice

Var RAND1#1 -= IntruderNoncel
Var RS#1 -= RS#2

) J Run 2
send 1 o ; Alice in role SWhI
RANDZZL STl st A4l Assumes MS->Bob
Var RAND2#2 -> RAND2#1
Tntruded
Y
recv_2 \ recv_1
M3 IntruderNoncel RS#2 RANDZ#1

' T

send 3 send 2
M2 M3.RANDI1#2 RS#2
Abbreviations:
recv_4 M1 = RS#2 k(Alice,Bob)
R1 M2 = TA12(TA11(M1),IntiuderNoncel ), R2
M3 = TA22(TA21(M1).RAND2#1)

claim MS3(Bob.Nigynch, *)

Scyther pattern graph for the TETR A4 protocol, claim TETRA4.MS3 in role MS.

TETRA4 US55, 50 SWMI Lawsgs 2,5 Sledbl (6, Saus :(1)) S50
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ABSTRACT

In this paper, the structure of the various versions of the TETRA security protocol is investigated in the
“formal model” using Proverif and Scyther automatic analysis tools. The TETRA's network security
protocol is a key-exchange one, in which two parties also establish a session key while authenticating each
other. This protocol also uses pre-distributed secret keys which are based on the symmetric-encryption
schemes. The security analysis of the protocol has been done in the “formal model”, using the Proverif and
Scyther automatic analysis tools. Firstly, eight security features including Confidentiality, Authentication,
Forward Secrecy, Unknown Key-Share security, Identical Session Key, Unknown Key Security, Anonymity,
and Integrity are modeled in these frameworks, and then using both of the two tools, the security of the
protocol is investigated regarding the mentioned features. Comparing the results of the formal analysis of
these features with the informal analysis resulted from the open sources indicates that there are new
security flows in the structure of the protocol respect to “Forward Secrecy” and “‘integrity”. Finally,
several solutions are suggested to overcome these weaknesses.
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