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5- VANET (Vehicular Ad hoc Network)
6 - MANET(Mobile Ad hoc Network)
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3 - Peer-to-Peer
4- Ad hoc Networks
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1- AODV/(Ad-Hoc On-Demand Distance Vector)
2- Reactive

3- Self-initiated

4 _Unicast

5 -Multicast

6 -RREQ(Route Request)
7 -Broadcast
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3 -Black hole attack

1 -RREP(Route Reply)
2 -Hop count
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ABSTRACT

Ad hoc networks include some wireless nodes which do not need any pre-existing network’s substruc-
ture. The nodes communicate to each other without any infrastructure. Because of some specifications such
as dynamic changes of network’s structure, presumptions trust each other and ignore the nodes' actions, Ad
hoc networks are not protected against attacks of destructive nodes. In this study, a new method has been
represented by combining a safe route detection method and an opposition method to destructive nodes to
black hole attack countermeasure in AODV routing protocol. At the first step, the source node confirms the
validity of the route reply packet sender's node by finding more than one route to the destination. When a
route reply packet arrives to a source node, then that node extracts the complete route to destruction and
waits for other packs of route reply. The idea of this solution is waiting to receive route reply packet from
more than two nodes. In the next step, according to nodes’ manner in the network, a voting from
neighboring nodes has been done and by use of predefined rules, destructive nodes are identified and
destroyed. Simulations results of OMNet++ simulator show some improvements of the proposed algorithm
to the original AODV protocol which has been attacked by the black hole.

Keywords: Ad Hoc Network, AODV Routing Protocol, Black Hole Attack, Safe Path.
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