" ,

YA-F) o IYAF Lo F o lods oy JLw

&9 i 2o Wod JI als g Janiuid g1y Rl Aol p (i ok 5 9SI! A
3950 1 ¥ p 9 SaSul 43 oul

\s #Y \ w W Z
JREM ‘..*Jalﬁh 2SS e o glad U85

o3l 5 Al edSEils Olslinl =Y Olal e Ol 3 5alS 05,8 Ol Dl 5 pole dls e oDl 1T ol Ayl b )8 (g il
O 5 pmalS 03,8 (05 Sl 5 pshe domly ¢ ol ST o8I GLsll Y 01 (5ol degd al g 058 p ke olKils (LML
(CYZINER ISR W ARYA LRI VYY)

RN

Q diadigr a4 o, G polaisl o Slee b g gaSiis (g lore jo s Sbml (gl e 158l e 5 sleasll
laglojls o 53 Slilas slaanp 2ol g 4t Glo g Cupie ;3 @ piyillanl Jdoa oaSes g5 ol s ailosel 552
AY S 0 g oad oz aSld slagdsw pdaw 51 (69,015 ladali g Jole pinew doaSls ol (5 loxe jo ailos S oy ol Cougamee
P 5 oS S mlie Cudgasme g 35 yele (65 peedl Jdody (5 loxe (pl sl 0al 55 jete w0aisS S Glgie Cod (gle
Cwds min Doz g H95e 58l a5 GlaaSiis (g lene llin ol o Lo o)ls J18 0ul &3 Cwons i Des alax 5l Slayags glsil
Slmels 5 aseis gy gauas o980 eSS 0,8 4 pastie GBI l (65050 140 b g 00,5 sy |y (g)lese ol jo 00l &8
ssbite 4 (i (peSile S e Gdad By, 5 Siide alold silel abyl, ) golidng pi)sSl ol 5o Lo mlesls &Ll e ()l
S ol &’)5’ Sl ) Mo dllin U"‘ e .M.‘od; oolazw! 97 )|)5| f:)j ‘_gL‘bc\i,...: o ol é’)}’ Cods> v Mo é_:LM:L..M:
ol 5o eads bl sla ol 5 b isles] el oo (55l dcis POX 008 J5iuS ol jod du &5 cie alie Jawgs jame 580 o5 aSll
s oo s 1 (LB slaig, 4 o T 6550 5 (soleiin 0,58l (TS case

ool e ‘JJ...S e s,&..».l.a:/'u ol wouds &9 Cod> s Mo )97 )‘)3‘ ey 6LMSU.~ W ‘5..\*15 6‘&0)‘9

Laa 030 10 09248, 0 cozgo g ool Jials 1) g l8lcse doddo —)
00— Dl s ay ez 1580 0 33 slaaSil el ) 0gh g0
hn s epiqlhsl s fad ) Cupae 55 pete il

I¥] s oo 4l Jams & 1, (g0

slacislos (( Sazn il placodgame b i slaaSl
S99 9 GBS oy a4 (Sl «s pdy wlide ploiid (aslie
azlpe 4 b el 5 b slajls G (Sealen (il
Gilhe a5 coul gl ik S e SNl a5 slaasi

Sly o Dpge A e Glol eansT S (V) S
L &Y 5 Ll a5 g ot Lz ool JUEl iy 31 55 pete
WY [F] el a3 )5 18 cnpy Y 5o Sl (bl e
et gl2olST 5 Y (50,15 (glaaols y oysbe bl ysS
¥ &ly ;o S o mrl,d el JUB 55k ) 1) silere Gy

(Sl Gl gy el sy e il JalSS e st
e 00ls yan sLagSll 3 ol 5 g5l
e §BaSs [0 d5ge lacusgase ¢ lachans o HISa]
(61035 slaaal o 133 o5 (slaaSios o0k L el o0
Sl gy tw laaSis o (g k3l OMSie S sl

sy 4 5L sk, d.a).‘o B .s.:SuA Los |, aSs
Q.g_l PRIERT Xy [, aSs @nb.gﬁ)' Jyeol JysS o3l g0 ,,8
YL Y elaylsl a0 s 5l sl Y Clde (g )lexe

Sl 6)54by g lene S jeme 38l ey sleasis ]
Syby ‘) (e GlaasSs slacusgasn ol us b as

5 &y (Sonly St ol 6,65,15 a5 [V] Cl 03,5

mdeypir@ssau.ac.ir : Jgiwse sdica s asbbl, %

1 - Virtualition
2- Software-defined Networks
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1- Multi-Layer Fair Queueing
2- Self Organization Map
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2) ¢=0; t, = 0; M=0; L=0;
3) Lq:
4) Hard — time out = 60; Idle — time out = 60;
5) L,:
6) t1 = to,'
7) L3: Input (packet — in);
8) If ip address exists then
9) M++;
10) Else
11) Add to hash table;
12) Cc = ti;
13) t, =c;
14) L++;
15) Ift, —t, =5 then
16) {
17) g =M/L;
18)  HD(,q) =1/2XL,(Jpi — )%
19) Hﬂﬁ"’ = A Hyyq + p-Snyss
20) If HD,, > HEWe then
21) {
22) Detect attack; Blocked IP address attacks;
23) Hard- time out=0;
24) Idle- time out = 0;
25) ty=c; L=0; M=0;
26) Goto Ly;
27) }
28) Else
29) {
30) No attack;
31) to=c; L=0; M=0;
32) Goto Ly;
33) }
34) }
35) Else
36) Goto Ls;
3N}
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ABSTRACT

Software defined network (SDN) was born to make changes to existing network architectures and
devices with specific function to reach an intelligent network. Recently, this networks have gained populari-
ty in enterprise networks because of the flexibility in network service management and reduced operational
cost. In this architecture, operating system and applications from the network switch are decoupled. They
centralized in a virtual layer that called the controller. In the SDN, due to the centralized decision-making
and resources controller limitations are exposed to all kinds of threats such as Distributed Denial of Ser-
vice (DDoS) attacks. In this paper we will review SDN architecture and DDOS attacks in SDN. We pro-
posed a novel detection and mitigation algorithm that takes advantage of unique features of the SDN archi-
tecture. In the proposed algorithm, for detecting DDOS attacks in SDN, a statistical method based on
Hellinger distance and Exponential Weighted Moving Average (EWMA) technique are used. In this paper,
DDOS attacks in SDN is simulated by MiniNet emulator with Pox controller. Our experiments performed in
the simulator, showed the efficiency of the proposed method and its superiority compared to previous ap-
proaches.

Keywords: Software Defined Networks, Distributed Denial of Service, Hellinger distance, Control plane,
Data plane .
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