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1- HoneyNet (HoneyPot)
2- Payload
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2- Attributes
3- Features
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1- Transport Layer
2- Numeric
3- Nominal
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2- Weka
3- Matlab
4- Cross Validation
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1: procedure Parser(filePath)

2: ArrayList <Packet> p;

3: ArrayList <Packet> Parser;

4: ArrayList <Packet> packetlist;

5: Pcap pcapl < P cap.openOffline (path, errbuf);
6 if pcapl := NULL then errbuf.toString();

7 end if

8: packetlist — new ArrayList < Packet >;

9: for Packet p:packetsdo

10: if packet has IP then

11 packet.getHeader(ip);

12: if packet has TCP then

13: packet.getHeader(tcp);

14:  p <« Packet(tcp.srcport, tcp.dstport, ip.src,

15: pkt.hdr.length, pkt.length,
16: pkt.timestamp);

17: packetlist.add(p);

18: else

19: packet.getHeader(udp);

20: p <« Packet(udp.srcport, udp.dstport,
ip.src, ip.dst,

21: pkt.hdr.length, pkt.length,
22: pkt.timestamp);

23: packetlist.add(p);

24: end if

25: end if

26: end for

27: pcapl.loop;
28: return packetlist;
29: end procedure
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1- Flow Creation
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1- True Positive
2- False Positive
3- False Negative
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ABSTRACT

Botnet"is a network of infected computers connected to the Internet that is under management of the
command and control server and is used for denial of service attacks, for sending spams and other
malicious operations. The size of a botnet depends on the complexity and number of computers employed.
Users usually do not know that their systems are remotely controled and abused. Botnets are attractive for
cyber criminals, because they are capable of being reset for various offenses, moved to new hosting
services, or they are reprogrammed in response to new developments in security. Despite the specific
characteristics of each botnet, bots in a botnet exhibit homogeneous behaviors and this can be the starting
point for identifying a botnet within a network. Discoverable behavior of bots in a botnet can lead to
production of features and attributes. Analyzing of these features, we can classify traffic to malicious and
non-malicious traffic.This approach uses network flow analysis and machine learning methods to detect
peer to peer botnets. Furthermore,this approach is flow-based and analyzes features extracted from flows
based on the behavior of well-known botnets such as Weasel, etc and determines that the new traffic is an
attack or not.
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