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1- Signature-Based
2- Anomaly-Based

4- Data Base 3- Training Data Set
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2- Intrusion Detection System
3- Statistical

4- Classification Based

5- Clustering and Outlier-Based
6- Soft Computing

7- Knowledge-Based

8- Combination Learners

9- Profile

10- Internet Protocol
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1- Normal Model
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4- Neurons

1- Bayesian Network
2- Principle Component Analysis
3- Preprocessing
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6- Traffic Signature
7- Peer to Peer
8- Chat

1- Decision Support System

2- Self-Organizing Map

3- Anomaly Detection

4- Host-based Intrusion Detection System
5- False Positive
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9- Notifications and Event Log Management Layer
10- Feature Vector

11- Accuracy

12- Performance

13- Responsive Actions

1- Machine Learning

2- Traffic Classification

3- Clustering

4- Semi-Supervised

5- Hybrid Intrusion Detection System

6- Network Traffic Analysis and Classification Layer
7- Intrusion Detection Layer

8- Decision Making Layer
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11- Server
12- Client

1- Network Traffic Classification
2- Quality of service

3- Class of service mapping

4- Peer to Peer

5- Dynamic Port

6- Encapsulation

7- Auditing

8- Payload

9- Hand-Shaking

10- Features



AD el Lo jn> s 5 Loy e 145l 50 39 (3w yISCT jakisio 4 (oS 37 9y 32 (e Wi oy Sy &L

ol 3 eslatal L) ate ,o w53 alie o o] .asoged ooliul
odislel Al y2 a5 W S baws Al YOF L jlo p SO b,
S o 03t (Sl b ) e S5 Slads shas
B g odbdmbre )kl Slawlre 3l ooliiwl b b 4t
sleaiss 51 (S 0 VMBNLmLQ alold aclze b suos atws
Folpiss 4l jo aizpe 285 o0 )8 Jlmiali b g (oad
Sl Gl Sz Joar Ll sgei oolenul 55 6l,5 -0
Jlo lgicds 005 oo oolainl aSll ggbge o ey
Jols 2> oy wad eslasl 8l 5 -V 5l aS 90,0
).305)&- L‘”ﬁ‘; -Nn )l solaul °"\€.| YY) A‘b|9> sl FOOYF

I] 3,10 0, 5 55 de8 ausis o S8l gauaiws

g £ imaib lp by cnl 5l Al ) o
oy o olanl colm elate oy canl ool eolanwl SC3IS
olass g 080 zlpuwl Cunl oads aid I s col OVY a5 |,
P e Sz amleige dmle |y (Sl By 0 IS5
Olyedr wale 5 Tae atey j3 1) 393 slael g
Sl By 52 K00 O)lear WS e Sl 3 Tme slaosls
Coows 43 00515 gy a5 slosls (sl (SGw)lo lade 4o
Sl S0 g el bLI | eaiS el 5 oolin ) 0aimd gy s
o)l 00 18 g 4 0B gy Ceoms a5 (glools
slass g http b, 51 olediges saiaslas (V) JSo .00 5 0
ol sy ool Col £F (oly Ldg o sla )l S5

Ol amgpm (S =) aulia (F 5 ) JBI 50
9 L@‘_§5).> L;'“" as u_éj.sz )97 ‘66)5“‘4:’ Ll 0l o0l
oasine aSasS len Ll o] 1SS Jlls Boae Y jgmme
wile: @lagmgye S b e Slogmsre £55 el
Sl uJ‘ J‘JO | ).u.o.: ‘JJLS OM).A) 6L&bw9)~4 L; 9 w)y
3 Jieplasa bl wiie LAl Gy 4 baye boosls
Ol nlplo jls 0529 (6 eSSy e (6,105 50, (slosls
o UM &y ua.m 6‘): R - )L.Mu Sl osls
iy i Gl BVY lop G ol gy £95 (S 6l
L e LS5 sl ol gl gals YOF o 5 o9
33 Sl sledg S5 Slaws sam &l YOF 5 g Tae asles
Dl ga 00ls 18 dade 4l L

oled 00,5 o piie sl S 5l (i asus o5 LK
2l ol & Wsd Sl yie,0 Wb asliy ol 4 by je slaslasl
s ISl g s 23000 Vo

P S Hasdrwny hug badly 5l gob; olass
Ol o] 5l aSes slacs ;5 o g oo pizie (Lo puslyes
IRCSCCRCTIEN JUR K JEJCINEX AU o0 P IAPRNEROPSICH Y
oolatl alisee (glaslael L lagyilgd 51 ol olaws
sasliy 5l ol Jolee laslasl (pl ¢ Jgors jgbay ailel so
sals lagyl )5 (S>gS ts a5 sitws Bit Torrent asle jspiee
W AW

@anaib o Sn glagally 5l (S eadne, SIS
Srms s @ 25, b Tbools (5355, ool 'Sl 3
3 6o s ol LS 50 Lol il jppiien sl (5,20
oslaial 093 (13 5 Sleiy sl by nl S8l B L2 lac el

W (ohgy R (nl deldl o woal SS IS a4y azgs
|, Sl gy E95 cmmlin B0 b wilgty a5 w aalss asl))
o oot ] BB 5 Vb O g e0ged (samaib
ool 4 S ey Geizee g wax glaasly
I alie b Shy L cwlin glaius o gwjyou
odlie) SSHl ganaiws altes joo Jlcnl b 35S oo

ol (Bl og> g8 4y

3915 =) oo —1-)-¥
SrSolul sl a5 wiea S 5l Jies slaylpl Wapl S0
ooy 50 S e 8 eslaul 9y0e (gie bl liee
Slocand (55, » S e oz S Ygane bl 5 g
bS5 slawd 3w s 0 g 038 S e il
bog b sl gy ol wleie alxe 1) Lapl S o0

bl 51 gyl o ol 51 e 9 0 820 Damshek
ol S gygeys [Vl oS 15 eslinal 0y90 e Julow
Lol o5 =) 5 pmled Jloel s (sladins (555 2 1) Gb)
Sldsy> & 3l Goblae Gialed 4 Gl e oS Al
Sass LS genn anats j oolitul b lyise 1, W)l
Slp Sl San g Wang oges ascie By, o 1,55 Glads
Sl o gylmel asis slp by, ool Gl b eSS

3- Mahalanobis

1- Traffic Classification
2- Data Encryption
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2- Fitness Function

1- Stochastic
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3- Honeypot

1- Principle Component Analysis
2- Linear Discriminant Analysis
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7- Session
8- Attacker
9- Policy Enforcement

1- Training Data Set
2- Test Data Set

3- Response Type
4- Reaction

5- Passive

6- Active
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8- History

9- Logs

10- Real-time

11- Correlation

12- Alert Correlation
13- Active

14- Passive

15- Feature Selection
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1- Timing

2- Real-Time

3- Batch

4- Response Type
5- Monitoring

6- Email

7- SMS



AP 3l ¥ o)louds iy JLo d/wm'&" Sdy 5 — oode alxo q-
- ']

Sseay Ll el oyt Llos slags, ((FN) Y03l e
gl o0l Al ez o

byl sazms

sk 5

ay

} Calto Cyd St eyl ik

oy

"q’ Shio Cewyal oo Casyd B30
KB 508,0 e ile 1(F) S

ZQJ;‘SA Ml}bﬁ r) LJ}A)S d.:).,o )l ACCUraCy L: R )LJ.A

TP+TN

Accuracy = —
Y = TPrTN+FP+FN

do hre Sl dagyy plo b oloiing by, dwslie jslaiea

ws) u)}wu’_n oo lie (Y) Jsd& 5 AS)}JauLo.b W.AJLQJLSA solawl
M higel g AU Sl ganaids 5l eslaul Jdoa oloiiog
TP Sl o g9 gonail luln (oS 5 50k ile

o g, plo b goletinn by, <85 Glie dunlie (V) Jgua

Time(MS) | ACC FP TP ey pb
YAVY BOINA | YEIY | avirs ST
0aldl g0 (sloosls
S35 ol Jae
- YANAY | Yy | vvies 7 sled
Jl=
vEq YVivs | VY | YANY Gy A5
Yoy va VIYY | VEIVA ol S
v GOSN
A va VIYY | YEIAY - ’
s
0 QUAY | +/eq | QAT oliing b,

dwle lo Cawl oads ool Hlas (V) Lloges jo a5 jeboylen

g el S s L, ple b anslie jo (goliiey ()
slal rals 5 4l SIS ganainb g gjlulr dsay ()l

el 398 5 ) 5 s

ul?cb‘dxwmub&m‘)wroujoé;w
Sopgises,S 5l 5wl Geb wax slapgiges,S @S oo
an o0 9525 4 e

.. \ .
o2 b oally pgise9,S 90 I ola i a5 oS5 5L (O
S bl s slads; B B wigd oo oS S

o Bolas &gty ly o slaces o T g (F
S obml gz 035,8 b gl oo

9 Pebeed el (o) (nl 0 Dl o ol
RN a4 S Slej G Gl 4 g Olgx S Aden
b 5 ool Wi,y 0iS oo oy ey o0ls 12! o5l
OB 5 oabosls mssl S e, ol g, wiiles (g3gu
Sl 00 o0l Las (B) Ko [0 aF o S8l gunands

=l 2L, -0
Sk SSfy S cule 6 USE Gl
LS 4y (39,9 03lo dcgazme 4y dzgi b ] (gaisdins v ,6Xl

A3 o ialed ((gainaiws v slaaius glsil

Gadws 1o ,s8 S oL s 6l Jlrs (g S0t

Ko S cds e opl o5 cal Tgamaies F5 L cds
5 Ot b cpl adly j0 i el 1) aiaiis
AL goro JS )‘ o0 > 0&-«#@‘,'0 dosdllwd Mbu;o UL.....IA\S

el 00,5 (GaisaiLs o | L_,’_d.,gLa)‘] sles,eS,

flnl o 5k 00 slaslene @ yeS

3985 lgicdy oo jobay Julow slayg, (TP) f‘s’ﬁls o
g 03ld auseid

Conl Slas o el a5l Jdos ol ((FP) S 03l e
g 0010 aseid oyt g Ll

Olyed memo ssbay Julos oy, d(TN) 7 gadly i
09,.» ool UA“Z"""’ M 9 )b‘j

6- True Negative Rate
7- False Negative Rate

1- Crossover

2- Mutation

3- Classification Accuracy - Rate
4- True Positive Rate

5- False Positive Rate
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ABSTRACT

The role of intrusion detection systems has been considered significant in network anomaly detection.
New and unknown attacks have proved that signature-based detection methods are inefficient, and raised
the attention to anomaly-based detection methods. Despite their great ability in anomaly detection, these
methods suffer from high rate of false-alarms. Therefore, the idea of using hybrid intrusion detection
systems is developed in order to reduce the false-alarm rate. In this paper, we propose a four-layered model
based on hybrid methods. The first layer consists of data flow analysis and service type classification
modules. The service type classifier uses both an n-gram-based statistical technique, and an evolutionary
algorithm. In the intrusion detection layer, a signature-based and several anomaly-based detection modules
have been implemented with hybrid methods. These specific detection modules are called according to the
type of service which has been identified through the first layer. The decision-making layer is then called
based on the results of intrusion detection process. This layer identifies the attack nature and the type of
response, and then calls the event management layer. In this layer, network administrator is notified
appropriately; and, responsive actions are managed if needed. Applying the cross-validation method shows
that intrusion detection has been improved and, in result, the false alarm rate has been reduced.

Keywords: Intrusion Detection, False-Positive Rate, Event Log, Cross Validation, Traffic Classification,
Notification Service
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