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ABSTRACT

One of the most important areas of symmetric cryptography is block cipher algorithms which have many
applications in security mechanisms. Linear and differential cryptanalysis are the most important statistical
attacks against block ciphers. Since most of the attacks against block cipher algorithms are based on these
two types of cryptanalysis, encryption algorithm design methods are guided to resist these attacks. This
paper presents a new block cipher design method based on data dependent key which prevents linear and
differential attacks. Based on the proposed method, an instance structure for block cipher algorithms is
presented and evaluated. It has been shown that the proposed structure resists linear and differential
attacks even in reduced number of rounds.
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