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1- Information Security
2- Flood Attack
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2- Data Plane
3- Control Plane
4- Domain
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1- Software Defined Network
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3- Scaning

1- LoadBlancer
2- Controller



1YA0 (sl j Foyloit cﬁ)%JLﬂ“‘d/bImh” ks — sole alxo
- .

&252,15 slaasliys an I

Sl 52 )18 glawali »

SDN
Control
Software

JS

Control Data Plane L,
{ e.g., OpenFlow)

db-“_:l .ﬂi.ﬂ.‘,

DIY] S5l (e 45 o il (V) S

¥ osdims e
et

[v-1 OpenFlow slsl 3 51 oles (¥) Jsio

[¥1] OpenFlow (slaaasins .(1)Jgas

1.3.0 1.2 1.1.0 1.0.0 WSS
> e e 4 oy i
Ok Jyo sz Ok Jyoz iz Ol Jyoz iz Obz Jyo S5 Obyx Joax
als al ab > MPLS ;I gl
al; b > > IPV6 i gl
(Ghasie Jgla) aby ab ab = 295 Jou=
(Oloyon bL3 )N ab a > > ArS aiz b bl




£y Loy rulie 5 55 (Goamo Lo, e g 00RO gy (Y50l (65 S0n b s (gBASt 50 Lwl Juww <Mlo Jslio 5 cdidlxo

Coro ol ccul so S J S an aSls gole slagl >
39 30 ol eely asles o o0iS S ey nats
Sloased 4,k 251 92 9 998 jlre Slapl,> 4 (955l
392y Bl p3 U aten jome phz Jles 5 e

Y ] g, e e @ e Ly LSS 5l ool

e (Sl glds (goledulay 5ol -F
N Ble

abasl; )0 ol SIS S peie ablis 5 aid sla g, 5o

e slaplyz 4 @sSly 5o 3 b 5 (8l b ol b
LT s o> 85 (sl Lo el g phas 00isS 2 4y L)
Slpiioy 1) 5enls gldo o an L0938 slo S5 @8,
S S g bl e GalS Gl sy onl 50 S o0
o pladl oS J, a8 Jlol jle slaglyz o 3G

wlodged Oax b abilas g aseis jisu gilulas

G)Sen bl oDy, (Keal gl g, cdii> o
KWy b)‘)J‘ﬁ).))J G».».»A OA.».»SJIHS 9 ASV....; OB gund g yuws
G Caje 90 Gl gy ol el Lol s &les L ablis

el 35 peie slobg, @

2 D jadd s Gopadly o 4 )
3 e asis ‘_gl).g Slatw TR OABS g yw
Rgbse e latuslySy0 4 (995 Eml 5

il S bdiy Judoo g_';'*'l" g;u‘ L_:,-‘**-’L'l) 5L =Y
B9 g0 oz 00isS S 5y Sdles
Ol glds g, (gl 5l S ol (F) S jo

sl 00 00)91 L...;‘J.u» Mo L) ALLM

OISR g g ity Mo UQM JB)LQ Sl 00l J.&M.J
50 Do Ly alilas Joslos oS o ool wl (5 Louials
Pox omJﬁdes)ﬁewl oMéSls od.»..erS
W S anlh (0) JSs 40 09 e Lol [Y8 g VA 0 -]
Qi ;2 0l cpl o sl oad &l (Kaal gy i, 4o

D9 (oo el 518 s 4y (golpaiing wlolu jo Keal gls

a5 6l NOX sowsS J S olul g, Y] 5o
Sz soiy sl gy ol 5o ccwl sald slgriy DDOS e
3l eolaiwl L aS cwl ool olpiinn DOS O o> 2 iS
693,9 S35 Sy bl = GBL e (ras slaasid
ab slagts, ook onl )0 s i |, DOs Sile>
ilodis gy I e 4

2 SYNFI00d &Ml 5l Ly pao g cibidlone 39, [VY] o
o9y o=l 5 el oald slgaioy POX ouisS J yiiS aiws sl
Ky ;84S 00d _b,me OPERETTA b 4 sloass s
s 03] e i Ll 5l a5 03503 s Liel 1, SyN
o Jles Gy Gl e | LL LT 5 ol >
g2 )l 95 g, ol 5o el s sleasi s SynCookie 4
ar O3 e 5 555 e Doty Ll s OMex b ablis
Lol 48,518

0 oddasel (S8l SMex Ly ablie sl (o0, ARV
sy Floodlight sasS’ ]85 sline ;o gladasoms
5o 5 Lot Jgilo 99 3l o0iiS i oyl sl o0
ay alolis il o | oMo aieds Jgile cansl oo LSt
S pdyen Dgo oY Sloladl s 325 00 L] ablie Jgile
6l sblame 15 SMlom b ablio slgity (e 39, 0l
el JIBle 5 (e slaaSil SeS

5 lolid sl goaaie Slagly, ol (o) 2 &S AT les
Slopiing l58la 5 1 e sloaSiil awgd OMles b ablis
g Ve O] oVlis e S s 0 oldlas Gb sl snds
o385 Mlex b ablie 5 aseias sl ooleriw 4l 4 [¥)
OYBLGL 51 S0l 58 0 S )0 55 ede Oy A
S ¥ g iy mlaiio canl 8y oz ol 4 oS oo
oz 4S5 Sl el LT Jos Doz o 40 00isS J 7S
OXIBS puy § yt o Ay iy 51 (g0L 5 Slasd caigd oo sled
5 Jdowi 1) Loaiuy plod 0l coisS S &gl ooyl
ol bl Jb I ez jo aes Syse 1) p3Y Sbladl
)L; J._.Jé d._:w‘ uiM .)9*4‘-,’4.1 JM OJ.MSJ).»..\S S99y »
clacculgz o 205 g Cu e 40 00 5 oo fuesd
YY) sgs axlge cuSa b aslos

Ju)l o 3 ls 358 slaby, o JSie oy

3- Delay

1- Scalability
2- Load
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~ Header
Version: Ox01
Type: Packet In (AM) (10) =es 5a,s
Length: 72
Transaction ID: O

Buffer ID: 4294967295
Frame Total Length: 54
Frame Recv Port: 4

Reason Sent: No matching flow (0) et dazrze geaa— Sl alao o op S saae g s Aty

[ Ethernet II, Src: 00:00:00 _00:00:06 (00:00:00:00:00:06), Dst: 00:00:00_00:00:04 (00:00:00:00:00:04)
[* Internet Protocol Version 4, Src: 10.0.0.4 (10.0.0.4), Dst: 10.0.0.1 (10.0.0.1)

=
Source port: ftp-data (20) l8e Cyay
Destination port: 30 (30) SemBe Sagas
[Stream index: 2]
Sequence number: 13456 (relative sequence number)

Header length: 20 bytes

Q@SJ)HSWAJ‘_J@)‘M)‘U}N(?)M

fflsaJ_JJ Al 4 Golo |33 Lﬁj_g ahaagy 2bl=al
def launch ():
core.openflow.addListenerByName ("FacketIn”, handle PacketIn)

f/daas aa3=s
def handle PacketIn (event):
packet = event.parsed
dst_port = table.get(packet.dst)

flolayz 51 4fas 1tz e njlzl

msg = of.ofp get n packet flow mod()

msg.match.dl src = packet.src

msg.match.dl dst = packet.dst
msg.actions.append (of.ofp _action output (port = dst_port))
event.connection. send (m=g)

Ol 5l d aiz jgee 03l g a0 (V) S

from pox.core import core
def block handler (event):
packet = event.parsed I sy gl et

tcpp event.parsed.find('tcp"}
udpp

event.parsed.find({'udp')

if teopp:

if tcpp.srcport in block ports or tcpp.dstport in block ports:
core.getLogger ("3YH Receive™)
core.getLogger ("IDos Blocker Start...").info("Blocked TCP-Attack Joursce
event.halt = Troe [ITCP alayl & 4y bogs e olas, ales

elif udpp:

if uwdpp.srcport in block ports or udpp.dstport in block ports:

core.getLogger ("DDos Blocker Start...").info("Blocked UDP-Attack Jourece

event.halt = True I/ UDPsls |5 5 Iogs o olas, i3
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y Input Packets in Switchs
For all Packets p input OF-Switchs do
if p in FlowTable then
forward p to Destination
else
forward p to Controller
f/in controller
if p Rccording to network rules then
in=stall Temporary flow table in S5rc OF-5Switchs with action:
Flowtabkle timeout= t
foward few packet to Service provider
'fin Service provider

if attack Detction
Send Event to controller

in=tall flowtable=s in OF-5witch=s with action:
Dorp or Limit bw flow
else
Send m=sg no attack Detction
'{ in controller
in=tall Permanent in OF-Switchs with action:
forward all packet in flow to Destination
else
in=stall flowtables in OF-5witchs with action:
Dorp or Limit bw flow
end for
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ABSTRACT

Flood attacks are among the most devastating distributed denial of service (DDoS) attacks. In these
attacks, attackers try to use up resources by sending massive floods of packets in order to seriously chal-
lenge the provision of services. Hierarchical architecture and numerous weaknesses in the structure of
communication protocols in conventional networks lead to the fact that firewalls cannot provide an
integrated and effective mechanism against these attacks. With the emergence of Software Defined
networking (SDN), there are new prospects for solving structural and security problems in Traditional
networks. In this paper, a heterogeneous method proposed based on cooperation between traditional
service provider and software-based controller (SDN) to deal with flooding attacks. In this method, the
attack detection module is located in servers and the call module is located in controller(SDN). In order to
simulate the heterogeneous method the MiniNet emulator is used in combination with the Pox controller.
Next, the simulated model is evaluated and it is finally concluded that besides protecting against attacks in
conventional networks, the proposed method provides other benefits including the extent of computational
load and the response time compared to other Software Defined methods.
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