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ABSTRACT

Phishing is one of the social engineering techniques to deceive users to obtain confidential information
such as user names, passwords or bank account information is used. The most important challenges in the
Internet, is the risk of phishing attacks and internet fraudulent. So researchers have been attempted to
identify and deal with such attacks. The aim of this study is to present a new method for identifying phishing
website in Internet banking. The proposed method have not weaknesses of identifying and deal with
phishing methods such as the lack of checking the status of free of charge website hosting and lack of focus
on internet banking. This method uses the advantages of the different techniques to identify phishing
website and identify possible moment zero Persian-language phishing websites that attack to Iran's Internet
banking services. The proposed method is assessed by using a set of legal websites includes 500 pages
indexed in links site and phishing websites set contains 100 phishing site detected in PhishTank and 20
phishing site designed and 11 phishing site identified in during writing the article. The results indicated
that the proposed approach, does not consider phishing websites as legitimate (positive error of zero
percent) and only 3% of phishing websites does not recognize (3% negative error).
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