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4-Timed Efficient Stream Loss-tolerant Authentication
5-Adrian Pering

6-Micro version of the timed Efficient Streaming, Loss-
tolerant Authentication

7-Security Protocols for Sensor Networks
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1 -Lamport
2-One-time Password
3-Hash-chains
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2- Data Integrity
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1- Data Freshness

2- Physical Attack

3- Replay Attack

4- Spoofing attack

5- Denial of Service attacks
6- Man in the middle attack
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ABSTRACT

Wireless Sensor Networks (WSNs) are the type of Ad Hoc networks that can be used in critical and danger-
ous environments to collect, process and exchange their data. WSNs consist of a large number of low-cost
sensor nodes that are small and have limited resources like power, memory and processing power, that
have been deployed as dense and random. Due to the nature of WSNs are faced with multiple threats and
vulnerabilities such as physical attacks, the recovery key attacks, reducing power attack, and etc. There-
fore, any authentication scheme for these networks should be resistant against these attacks.

In this article, we examine the strengths and weaknesses of the proper WSNs authentication schemes and a
new authentication scheme based on block cipher lightweight PRESENT for the security of these networks
is suggested. The proposed authentication scheme covering the previous weaknesses compared with other
schemes of less computational complexity, increased security and better efficiency.

Keywords: Wireless Sensor Networks (WSNs), Authentication Scheme, Lightweight Protocol,
Attacks and Threats.
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