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ABSTRACT

CAESAR is a competition for designing authenticated encryption schemes (AE). The schemes that are con-
sidered in this competition are supported associated data (AEAD). 57 candidates have been submitted to

this competition, out of them 30 candidates later announced as the second round candidates.

In this paper, we analysis the security of MORUS, a second round candidate of CAESAR, against mixed

integer linear programing based linear cryptanalysis. In this study, the length of associated data is

considered as zero (AD|=0|) and linear characteristics for two version of MORUS, MORUS-640 and
-31 9-32

MORUS-1280, reduced to 3 rounds with bias 2 and respectively are presented. The result of this
paper is the first third party linear analysis on round reduced of MORUS, to the best of our knowledge.
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