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3 -Compromised Zombie
4- Detection
5 -Victim

fathian@iust.ac.ir : Jsius oo g asblyl, s
1 -Distributed Denial of Service (DDoS)
2- Availability
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15- Browser
16- Robots.txt
17- Robot

18- Bot

19- Search
20- Spider
21- Crawler
22- Head

23- Referrer
24- Unassigned
25- Document

1- Data Mining

2- Web Robot

3- Web Crawler

4- Browsing Behavior

5- Malicious

6- Well-Behaved

7- 1lI-Behaved

8- Syntactical Log Analysis
9- Traffic Pattern Analysis
10- Analytical Learning Technique
11- Turing Test System

12- Off-Line

13- Real Time

14- User-Agent
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10- C4.5

11- Decision Tree

12- Classification Model

13- Bayesian

14- Hidden Markov Model (HMM)
15- Batch Arrival

1- Query

2- Correlation

3- Peer-to-Peer (P2P)

4- Human Similarity (HS)

5- Diversity Factor (DF)

6- Html Affinity (HA)

7- HyperText Markup Language (HTML)
8- Classifier

9- Classification
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1- RIPPER

2- Support Vector Machine (SVM)
3- Neural Network

4- Implicit

5- Javascript

6- Event Handler
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3- Proxy Server

1- Log Analyzer
2-Waikato Environment for Knowledge Analysis (WEKA)
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ABSTRACT

Distributed denial of service (DDoS) attacks are one of the most important threats for E-commerce. Their
main goal is to prevent the users from accessing to web sites and internet resources through excessive use
of the resources. In these attacks, availability which is one of the elements of security is targeted. One of the
ways to achieve this goal is to apply web robots by which the attackers design and carry out the DDoS
attacks at application layer. Various methods have been used to distinguish between malicious and
non-malicious web robots. One of the most popular methods in the recent years is data mining and machine
learning. This method is based on extracting and selecting those features which are fit for web sessions via
web server access log files and applying data mining algorithms. Considering the fact that the DDoS
attacks are dynamic and customizable, in this research, an attempt is made to present a customizable
dynamic defensive mechanism for detecting malicious web robots through the analysis of behaviors of their
browsing. At the present study, features extraction was carried out based on the characteristics of DDoS
attacks together with optimization of the previous methods to determine web sessions. Furthermore refining
the extracted features and selecting a set of efficient features reduced the time required for building a
model. As a consequence, the efficiency enhanced by two percent compared to the best similar study.
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