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Algorithm 1: CCML

select x
fori=1ton
— i + Cai -1
Xi=ax;_q a—1
forj=1toi
if X; = xj
x; = €[ra;(1 —x)] + (1 — &)[rx;(1 — x)]
endif
end for
end for
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Frequency Test (within a Block) Passed 0.37
Longest Run of Ones in a Block Passed 0.12

Non overlapping Test Passed 0.99
Overlapping Test Passed 0.81
Monobit Test Passed 1.00

Serial Test Passed 0.57

Runs Test Passed 0.76

Gap Test Passed 0.63

Approximate Entropy Test Passed 0.19

Universal Passed 0.32

FFT Passed 0.16

Rank Passed 0.21
Binary Matrix Rank Passed 0.41
Cu Sums-backward Passed 0.31
Cu Sums-forward Passed 0.25
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Encryption and decryption using CCML.

Stream Cipher encrypts individual digits of plaintext using a time
varying transformation.
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Encryption and decryption using CCML.

Stream Cipher enarypts individual digits of plaintext using a time
varying transformation.
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ABSTRACT

The stream ciphers are one of the most important cryptosystem in cryptography and their applications are
very diverse, particularly in defense industries and telecommunications. This crypto system is designed
based on a key stream and also the key stream is created using a pseudo random number generator. In this
paper, first, a new pseudorandom number generator is designed based on discrete logistic map and
independency, uniformity and randomness of the generated numbers by proposed pseudo random number
generator are tested by correlation test, goodness of fit test and NIST tests. The tests results illustrate
suitable quality of proposed generator for cryptographic applications properly. Next, a new synchronous
stream cipher algorithm using the proposed pseudo random number generator is designed and simulated.
Finally, the algorithm has been tested using three different methods and is compared with some other
cryptography algorithms.
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