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ABSTRACT

The execution time of a cryptographic algorithm, can act as a useful source of information for an attacker
and provide him a large amount of valuable data. In timing analysis attack where is a kind of side channel
attacks, the algorithm is applied on different inputs and its execution times is measured. These measure-
ments are fed into a statistical model. This model is able to predict some bits of cryptographic key through
calculating correlation and variance of different measurements. In this paper a stream cipher based on
words and its vulnerabilities against timing analysis attack are studied. A special function used in control-
ling LFSRs clock signal has made the attack possible. This function not only leaks information about num-
ber of clock periods, but also reveals some bits of LFSRs in each clock period. As a counter measure
against timing analysis attack, we modified the aforementioned function. The modified algorithm is more
than 26% faster in key generation.

Keywords: Stream Cipher Algorithm, Time Analysis Attack, Clock Control Function, Countermeasures.
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