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6- Server

7- Command and Control Server
8- Code Obfuscation

9- Memory Encryption

10- Flash Crowd Mimicking
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1- Botnet
2- Malware
3- Bot Master
4- Victim
5- Peer to Peer
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5- Command and Control Infrastructure
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1- Hacker

2- Flash Crowd Attack
3- Puzzle

4- Zombie
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1 -Centralized C&C Structure
2- Intrusion Detection System
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7- Signature
8- Pattern

9- Anomaly
10- Binkley
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1- Botnet Life Cycle

2- Formation

3- Command and Control
4- Attack

5- Post-Attack
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3- Payload
4- Overhead
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1 - Husna
2- Principal Component Analysis
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3- False Positive

4 - Stevanovic

5- Classifier

6- Machine Learning
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ABSTRACT

Botnets are the latest types of internet-scale malware in recent years that has been the greatest threats to
the web servers. Bot is an infected computer by a malware that are controlled remotely by one or more
human factors without the user’s knowledge. This controller agent called “bot master” and sometimes the
infected system is called “victim”. Peer to peer botnet is one type of botnets that use peer to peer protocols
and detection of this type of botnet is more difficult than other types. Our suggested approach is a new
method to detect such botnets. This approach uses network flow analysis and clustering method in data
mining to detect peer to peer botnets. This approach is flow-based and compares the similarity between
flows and K-Means clustering algorithm and eventually determines that the new traffic is an attack or not.
This approach has good performance in detection of botnets in flash crowd traffic and this characteristic is
distinction of the suggested algorithm and similar algorithms. Finally, the suggested approach has been
tested with different traffic.

Keywords: Botnet, Botnet Detection, Bot, Peer to Peer Botnet, Network Flow Analysis.
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