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ABSTRACT

One of the most important factors influencing the development of e-commerce and web-based commerce is
security. However development of e-commerce leads to phishing and steal the customer information. So the various
methods have been designed to detect phishing websites in the literature. Lacks of attention to the short lifetime of
phishing website, and to reduce the amount of computation are the main gaps of these methods. In this paper, a new
intelligent approach is proposed to detect phishing websites, in e-banking by extracting sensitive features of websites
on phishing attacks and classifying candidate websites in three classes such as phishing, legitimate and suspicious
websites based on inclined planes optimization algorithm. The comparison results of the new intelligent approach with
the best available techniques, demonstrate the ability of this approach to detect phishing websites.
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1- Obfuscation
2- Stealth
3- Phishing
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9- Site Characteristics And Image Analysis
10- Layout-Similarity

11- Earth mover's distance

12- Neuro-fuzzy

13- Ant Colony Optimization

14- Particle Swarm Optimization

15- Bacteria Foraging Algorithm

16- Modified Bat algorithm

1- Black list

2- Fuzzy data mining

3- Associative classification

4- Projective adaptive resonance theory

5- Classification based on association rules

6- Multi-class classification based on association rules
7- Heuristic

8- Visual similarity
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2- Abnormal based features

3- Server form handler

4— Inclined Planes system Optimization
5— Tiny balls
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