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The Impact of Security Mechanisms on Software Vulnerabilities
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Abstract

Nowadays, the vulnerabilities of operating systems and commonly applied software have provided a major hole for
intruders to attacks to the information technology infrastructures. In this way, attackers may take the control of
computer systems. Researches in software area have struggled a lot to develop and operate security mechanisms, to be
applied in software development lifecycle, to resist the increasing growth of vulnerabilities. This paper evaluates the
measure of impact and effectiveness of these security mechanisms by reviewing and statistical analysis of the existent
reports in global database vulnerabilities. According to our conducted surveys, it is clarified that despite of the
growing development of security mechanisms, some of the vulnerabilities have grown up and some of them are about
removal from the list of the proposed vulnerabilities. The valuable point of this survey is introducing the rate of using
a software as a parameter for estimating the amount of damage caused by software vulnerabilities.
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