Journal of Electronical & Cyber Defence
6 Vol. 2, No. 2, 2014, Serial No.6

Spam Management in Social Networks by Content Rating

S. Ghesmati' , A. Yazdian Varjani**
1,2- Tarbiat Modares University
(Reccive: 2013/07/29, Accept: 2014/04/10)

Abstract

The high-speed growth of social networks has led to publication of inappropriate contents and spams.
Spam posts fill out user’s home pages and cause time wasting and also traffic load, by phishing, attackers
attempt to acquire sensitive information from a victim in SNs. The other problem in these networks is Adults
only posts that users face in their profiles. Inappropriate contents posted by the SN user’s friends or
spammers would be shown in their home pages or spammers walls. In this paper a new method based on
content rating (CR) to identify and manage spam in social networks, is presented. The method is applied for
post rating including spam, phishing and Adults only (+18) contents in order to manage home page posts
(labeled with spam logo, hide or show) according to users feedbacks. The proposed method has been im-
plemented on open source social network software. Data has been gathered during about two months oper-
ation of this SN platform and has been rated and applied in post section of home pages/walls of each SN
users. The proposed content rating method has shown significant identification of spam and phishing in this

social network.
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